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The intention
The NQF Support Link is intended to strengthen leadership in education and
training in making best use of the opportunities made available to them by
the National Qualifications Framework (NQF) and the National Skills
Development Strategy (NSDS).

Target users
The modules should be of interest to anyone committed to the achievement
of the transformation of education and training in South Africa as expressed
in the principles of the NQF. They speak to the context of major institutional
providers like FET Colleges and Universities, but should also prove relevant
to private providers and individual consultants in education and training, to
people managing training and human resources development in the
workplace, and to the staff of SETAs.

The approach to learning
The NQF Support Link uses cutting-edge multimedia approaches. 
The core texts do not present the content, but should be seen as facilitative
‘teachers’ which invite the users to explore and work through the issues.
These core texts do not tell the users all that they need to know. Instead,
they lead the users into readings, reflections, discussions, and various
research and development assignments. Wide-ranging resources for
learning support the tasks, activities and assignments of the modules. These
tasks are designed to build practical competence in education and training
leadership. Each major assignment, successfully undertaken, will produce a
concrete resource for the use of the organisation concerned. Activities and
assignments are kept in a physical portfolio. This is not only valuable for
assessment and feedback, but is intended as a personal resource for
demonstrating experience and competence in job applications or
applications for further study. The learning is backed by a course manager
who can be contacted readily through e-mail and fax (and ultimately online
too), as well as by a panel of tutors or facilitators.

Instructional media
The package is available in a digital (computer-based) version or a print
version. The instructional technology is explained briefly below (see
Features).

The package offers six modules:
1 Implementing the NQF
2 The NQF and Strategic Governance
3 The NQF and Learning Programmes
4 The NQF and Assessment
5 The NQF and Learnerships
6 The NQF, Information Systems and the NLRD 
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The options for pathways
Users may choose to study any one or more of these modules depending on
their individual interests and responsibilities. The modules assume that the
user has some basic familiarity with the idea of what the NQF is. A starter
component is available for those who have not had any form of initiation
into the NQF.

Users may use any of the modules as general guides. This would be
advisable for the leader with very broad responsibilities who needs to
know about the matter at hand, but does not need to have a detailed
command over it. However, the NQF Support Link provides a
comprehensive learning environment, and even general readers will only
benefit if they link to the readings and resources, and attempt to complete
the activities in the general sections.

Users may use any of the modules to develop substantial and detailed
competence in the matter at hand. This is advisable for those who are
responsible for setting up and running systems in a specific area. This
specialised direction will involve completing the activities and assignments
with the guidance of the tutors. 

The activities and assignments have been designed to lead directly to the
creation of policies, procedures and instruments that the user’s organisation
may be able to use effectively. Used in this way, the modules range between
about 40 and 60 notional hours of studying time required. Successful users
could earn between 4 and 6 credits at NQF Level 5 or 6. (Such credits may
contribute to Level 6 and 7 qualifications.) 

Features of the package

Structure of the modules
Each module differs according to the demands of its subject matter. But the
modules all have certain features in common:
■ Units: Each module is divided into a set of units with their own specific

outcomes. Units lead the users through readings, interaction, activities
and assignments.

■ Various instruments to guide the users through the tasks: Each module
offers a learning map, guidance about the status and length of activities
and other techniques (such as the use of icons) to make the demands on
the user as transparent as possible. The most important guides to the
tasks are found in the separate Portfolio of Evidence (PoE) Learner
Pack, which includes the appropriate registered Unit Standard and a
detailed Assessment Map.

■ Links to a set of resources: 
■ The Reader offers readings that must be read in order to complete

the tasks in the core text
■ The Toolkit offers procedures, questionnaires, matrices and

checklists to assist in undertaking tasks and assignments
■ The Resource Box in the CDRom version contains larger texts and

resources that the users may need to refer to in completing the
assignments, or in their official roles
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Introduction
ICT Strategy for Information and Communication Technology in
Education, from the Department of Education and the Department
of Communications, makes interesting reading and will give you a
good idea of the government’s strategy for the use of ICT in
education. The document is in the Resource Box. Here is a quotation
from the document: 

The information and communication technology (ICT) revolution
imposes particular challenges on education systems around the
world. These challenges can be reduced to three broad areas. The
first has to do with participation in the information society, the
second considers how ICT impacts on access, cost-effectiveness
and quality of education, while the third has to do with the way
that ICT changes the education process.

The use of ICT in the administration of the finances, courses,
learners and achievements of educational institutions falls into the
second category. 
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UNIT 1

What is the National Learners’ Records 
Database (NLRD)?
Of what relevance is information technology to an education and
training organisation?

Computers: friends or foes?
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Section 1

Self-assessment
Before starting, complete this self-assessment to see how much you
know about the NLRD. You will repeat this exercise at the end of
this section, so don’t worry if you don’t know all the answers now.
1 What is the NLRD and what is its purpose?
2 List the main objectives of the NQF and describe in what ways

the NLRD promotes the achievement of these objectives.
3 What data are stored on the NLRD?
4 What functions are supported by the NLRD?
5 How will national bodies, such as SAQA, SETAs, DoE, DoL and

research units be able to benefit from the NLRD?
6 How will education and training organisations benefit from the

NLRD?
7 How will learners benefit from the NLRD?
The answers to this self-assessment are at the end of the book, 
on pp. 65-67.

What is the NLRD and what is its purpose?
The main purpose of the NLRD is to serve learners, both at
educational organisations and in the workplace, by holding records
of all their qualifications and unit standard achievements, thus
enabling them to build on, and employers to verify, training
achievements and results. As a result, the NLRD is one of the main
pillars of the NQF. But, what does this really mean?
■ The National Learners’ Records Database is a comprehensive

electronic recording and management system run by SAQA that
holds the achievement information for all learners throughout
South Africa. 

■ The NLRD supports the National Qualification Framework
(NQF), and thus SAQA’s work, by being the central DATABASE

where all learner achievements can be recorded. 
■ The NLRD is used by SAQA and other NQF stakeholders to

manage the processes and data of the NQF.
■ The NLRD supports research and policy-making. By storing all

learner achievements in a database, the NLRD enables
educational researchers and policy-makers to produce
comprehensive facts and figures on education and training in
South Africa, and to analyse trends and thus enable SAQA and
other researchers to report accurately on these matters. 

■ The NLRD is part of the practical implementation of the NQF. 
It allows for verification of achievements. Learners have their
achievements recorded in a manner that allows national (and
international) verification and skills portability.

■ The NLRD is the national repository of NQF information to
which educators have access. Researchers and policy-makers
benefit from the data held at a national level to assist in decision-

In the context of computer
systems, a DATABASE is a
structured store of data that is a
bit like an organised and very
well-indexed filing cabinet. 



making at an institutional, geographical, provincial, national and
sectoral level.

■ The NLRD provides summary data to support research and
policy work.

■ The NLRD is an integral part of the Quality Management System
(QMS) of the NQF. It provides the means for SAQA to manage
and report the quantitative data at an individual learner level. 

For an example of how data could be managed at an individual learner
level, read the story of Kagiso’s qualifications and reflect on its
implications.

Kagiso has just applied for a job that he really wants and believes that he
is adequately qualified to do. His prospective employer wants to see
certificates so that she can judge his competence for the job. However, all
his certificates were lost in a theft a few years ago. Unfortunately for
him, his matric certificate was issued by a now defunct homeland
education department and he doesn’t know how to go about getting a
copy. He’s also done a number of courses since he matriculated and he
was given certificates of competence. However, most were done in-house
at his first employer who was bought out by another company and then
closed down. Those courses were excellent but were not certified by a
registered training board or institution. So on paper he has no
qualifications and no skills! 

Imagine if the NLRD and the NQF had come into being years ago.
Kagiso’s matriculation qualification could have been verified by the
prospective employer as the results would be on the NLRD. His course
work and portfolio would have been assessed and his assessment results
would also be on the NLRD for the employer to verify.

A history of the NLRD
The diagram below provides a graphic representation of the history
of the NLRD. 
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A QUALITY MANAGEMENT SYSTEM

is a specified set of roles,
procedures and instruments for
ensuring that an organisation’s
commitments to quality are met.



The NQF objectives 
The NQF objectives are to: 
■ Create an integrated national framework for learning

achievements. ‘Create’ implies something new. ‘Integrated’
shows that a lot of fragmented systems were being brought
together. ‘National’ means one system for the whole of South
Africa. All of this contributes to SAQA’s uniqueness throughout
the world.

■ Facilitate mobility within the system so that as people move
between jobs, for example, their learner records are available in
one central place.

■ Enhance the quality of education and training.
■ This also allows for benchmarking or comparison of learner

achievements and results, whether by region, year, qualification
and so on.

■ Implement redress and remove unfair discrimination.
■ Contribute to the full personal development of each learner and

the social and economic development of the nation at large.

These objectives cover the needs of each individual learner, as well
as of South Africa as a nation. 
1. What would be required to meet these objectives?
2. In what way does the NLRD help meet these objectives?
3. How do you think the NLRD could help your organisation meet

these objectives?

A brief explanation of the NLRD as a database and 
the NLRD as a system 
The name, National Learners’ Records Database, implies a database
holding learners’ records. But the database holds much more than
just learners’ records – it holds information on many aspects of the
NQF, including standards, assessors and providers. A detailed
discussion of the data in NLRD can be found in Unit 3.
In many instances, the term NLRD is used to refer to the entire
system, which includes the database, the programs and the
procedures that make up the NLRD system. 

NLRD data summary
The NLRD:
■ Holds details of learners’ achievements of NQF qualifications
■ Holds details of learners’ achievements of pre-NQF (legacy)

qualifications
■ Allows SAQA to acquire legacy achievements at Grade 12 level

and above from the DoE, CHE and other central repositories
■ Stores registered qualifications and standards
■ Stores details of assessors and training providers.

This is a major source of education and labour information for
planning and development in South Africa and provides the
necessary data for RESEARCH MARKETS.

6 INFORMATION SYSTEMS AND THE NLRD

RESEARCH MARKETS are mainly
made up of researchers from
the government departments of
Education, Labour and Trade
and Industry who use the
NLRD for planning purposes.
Academics also access data for
researching education issues.. 



Case study 
The case study below demonstrates how important the NLRD could be
as a source of information for planning and development in the future. 

It is the year 2020, and our then ministers of education, trade and
industry and labour are discussing growth and development.
Specifically they are on the point of skills availability and skills
requirements for the next few years. Since the NLRD has been
operational for around twenty years, it has the records of learner
achievements and qualifications for the period. It also has records of a
good percentage of qualifications earned prior to when it was launched,
because data going back some years has been entered as well. 

The Minister of Education says, ‘As we have seen already, the NLRD
data has allowed us to track a very pleasing increase in the successful
completion of both Engineering and Tourism and Hospitality
qualifications. This has taken place within a satisfactory rise in the
number of people choosing the college learning path over schooling FET.
Four factors make this trend even more pleasing:
■ The throughput rate is considerably improved, with an 80% follow

through from NQF Level 2 to NQF Level 4 qualifications.
■ The quest for equity in gender and race seems to be paying off. The

number of black graduates at each level in engineering has at last
reached the targeted parity with the distribution of the population.
The proportion of women of all races completing engineering
qualifications has risen every year over the last ten years, and women
are showing more sustained success than men in theoretical and
practical work. Women tend to succeed better in electronic
engineering compared with men, who are marginally more successful
in mechanics. (Very interesting details about patterns of achievement
can be found in Appendix C; this is essential reading for curriculum
planners and career guidance officers.)

■ Compared with the past, a relatively large number of mature adults
who started with ABET credits are obtaining technically-oriented
qualifications in the FET band. These qualifications are generally
related to learnerships, with many credits linked to workplace
experience. 

■ The new revised unit standards recorded in the NLRD for
Engineering and Tourism and Hospitality give reason for new
confidence in the theoretical depth and practical relevance of these
qualifications. This impression is strongly supported by the linked
quality assurance reports from Umalusi, which show that the
previous rather piecemeal and mechanistic treatment of these
qualifications is being replaced by a far better integrated and more
persuasive notion of competence.

Sadly, the NLRD’s picture is not all positive. It is quite clear that far too
few of the young women who are successful in engineering subjects are
continuing with these subjects in higher education. If they go on to
higher education, they tend to move into teaching. Many young men
now go on from FET colleges into higher education, but are still not
doing as well as those who qualified in the schooling sector. This is cause
for some concern. The detailed qualifications data of the NLRD is giving
us some insight into where the college sector might be going wrong.’

The Minister of Education has set in motion a project to look into ways
to understand and remove the inhibitions that stand in the way of young
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women from colleges completing Higher Education engineering
qualifications. However, there is some suspicion that the problem lies in
employment patterns. The Ministry of Trade and Industry has been sent
a custom designed analysis from the NLRD to aid it in its intention to
work against this failure within the national quest for equity.

The message is that the government can use the information from the
NLRD at a macro level to inform policy decisions. 

NLRD technical summary
The NLRD:
■ Uses a database management system called ORACLE.
■ Runs on an IBM AIX server.
■ Has ONLINE and BATCH components.
■ Stores learner and achievement data that are supplied by ETQAs.
■ Uses online and batch programs to manage and manipulate the

data. These programs are written in a programming language
called VISUAL BASIC.

■ Generates reports (information about learners, results,
qualifications, etc.) written using Microsoft Office.

■ Runs both a test and a live system.

What is in the NLRD?
The NLRD holds data on many aspects of the NQF as well as on the
implementation of the NQF business rules and management
information.
The data held in the NLRD can be categorised as information on:
■ The structure of qualifications and unit standards
■ Training providers
■ Assessors
■ Learners
■ The achievement records for each learner. 

The NLRD consists of numerous modules and programs that enable
this data to be entered, tracked, edited, queried and summarised.
Some of the important functions it supports are:
■ Online entry and editing of qualifications and standards by

SGBs.
■ Online entry and editing of providers and assessors.
■ Importing of batches of information relating to learners and their

achievements provided by ETQAs.
■ WEB-ENABLED searching and downloading of publicly available

qualifications and standards.

To protect privacy, the first three of these functions operate within an
appropriate ACCESS SECURITY OR CONTROL SYSTEM, while the fourth
applies only to generic information, which is less sensitive.
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ORACLE is the name of a
software company and the
database management system
(DBMS) which they developed.
Many companies, organisations
and government departments
use Oracle to hold large stores
of data. 

IBM is a global company that
has been producing computer
hardware and software for
many years.  The IBM server is
a very powerful computer used
by large organisations for
storing programs and data.
The NLRD is located on an
IBM server running the
operating system AIX at the
SAQA head office.

A system is ONLINE if the
computers are connected and
data can therefore be entered
directly into the system,
usually using a form on a
screen.

E.g., if you book an airline
ticket using the internet you
will be using an online ticket
booking system and your
reservation will be confirmed
with you at the time of making
the booking.  You can often
make a payment online and
sometimes you can even
reserve a specific seat on the
plane before you arrive at the
airport.

A system or a component of a
system is said to be a BATCH

system if data are loaded or
imported in a batch from a file
of data, instead of being
captured directly (online) into
the system. So, for example, a
set of records of learners’
achievements from an IMS
database would be an example
of a batch of data. The learner
and achievement data are sent
by ETQAs to SAQA as a batch
on CD-Rom or by FTP or by 
e-mail. These are then loaded
into the NLRD in what would
be called ‘batch mode’. 
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A rapid appraisal of ICT at your organisation 
Read ICT Strategy for Information and Communication Technology
in Education. You will find this document in the Resource Box.
Section 2: ‘Thinking about ICT’ is particularly relevant. 

Read Section 2 and browse through the rest of the document. You do
not have to read the whole article. Discuss the current ICT situation
at your institution with a colleague, focussing specifically on three
issues: 
1. The access of staff and learners to ICT
2. The existing plans to improve the ICT
3. The strengths and weaknesses of the situation at your organisation. 

Take into account issues such as availability of equipment, the extent
of financial resources, and staff interest in the utilising of technology.

Write a brief memo explaining the most important issues arising
from your appraisal.

Time: 2 hours

Flow of information from the education and
training organisations to the NLRD
First we will concentrate on the processes, systems and role-players
involved when information is sent from education and training
organisations to the NLRD. 

The information flow from the education and training organisation
to the NLRD starts with a student registering. When the student
registers, the learner’s details, the courses he or she is registered for
and his or her biographical information is entered into the IMS of
the education and training organisation. This information eventually
reaches the NLRD. 

When the same learners are assessed, assessment results for NQF
unit standards are entered into the education and training
organisation’s IMS and this, too, reaches the NLRD. 

The flow of information to the Department of Education
systems (FET Colleges)
In the case of FET Colleges, it needs to be remembered that, in a
parallel process, throughout the year, data is extracted from the
college’s IMS and transmitted to the provincial DoE offices, where
the data is consolidated and forwarded to the national DoE office for
national consolidation into FETMIS. FETMIS is the national
information system used by the DoE. This process is not part of the
NLRD process, but managers and administrators will have to be
aware of the need to manage both processes in their IMS. 

In the case of Nated 515 courses, the results are entered into the DoE
SYSTEM by the DoE itself. Unless results are entered or loaded into the
system, the information on learner achievements will be incomplete. 

6.1.1

The term INFORMATION

MANAGEMENT SYSTEM (IMS)
refers to the computer
information system that is used
to assist in running the
administration of an education
and training organisation. It
might contain student and staff
data, timetabling tools,
planning programmes,
assessment and exam results,
and the salary management
package. 

DoE SYSTEMS (pertinent to this
module): Systems run by DoE
to collect exam enrolment,
course marks and exam results. 

It is very common to refer to
computer applications as ‘WEB-
ENABLED’.  This simply means
that you can view the
application on your computer
via a web or Internet browser
such as Internet Explorer or
Netscape Navigator.

It is necessary to ensure that
private information stored on a
computer is adequately
protected.  The programs
designed to manage this are
referred to as ACCESS SECURITY

SYSTEMS or ACCESS CONTROL

SYSTEMS.  An example is the use
of login names with passwords.
Another example is the
restriction, to specified groups
of users, of access to data and
programs.

VISUAL BASIC is a Microsoft
programming language used to
develop applications. The on-
line and batch programs in the
NLRD were developed using
version 6 of Visual Basic. 



The flow of information on NQF qualifications and unit
standards
For NQF qualifications and unit standards, assessment information
is captured onto the institution’s IMS throughout the enrolment. The
IMS may be used to group unit standard results and track
learnerships. Learner and assessment data must then be securely
transmitted to the relevant ETQA for that qualification unit
standard. 

The ETQA, after possibly moderating assessment results, will send
the learner achievement data to SAQA, who will load it into the
NLRD. SAQA can also capture learner and achievement data in
small quantities. 

Flow of information from FET institutions to the NLRD
The diagram on the facing page summarises the information flow
from the FET institution to the NLRD. 

Working from the top of the diagram downwards: 
1. NQF qualifications and unit standard assessment results go to

the ETQA. 
2. The Nated 515 courses go to the DoE. The DoE then passes the

learner and achievement data to the ETQA for the education
sector, which is Umalusi. 

3. The ETQA passes the learner and achievement data to SAQA,
who loads it into the NLRD. 

As you can see from the diagram, an ETQA and SAQA store the
same data. The difference is that an ETQA will store the data for its
sector only, while SAQA must store the data for all sectors. 

Thus the NLRD is the union or the total of all the ETQA systems.
The NLRD brings together all learners’ achievements, regardless of
the sector or ETQA. 

Unit standards and qualifications are maintained by both ETQAs
and SAQA. Approved standards cannot be edited, but those in
development and new standards can be edited and discussed online
by SGB members. This allows geographically dispersed SGB
members to join discussions on unit standard development. 

Case study 
The following case study presents an example of a learner completing a
LEARNERSHIP: 

Lillian, an employee of Steel Co. enters a learnership agreement to
become a fitter. The agreement between is between her, MERSETA and
Steel Co. The learnership agreement is stored on the MERSETA database.
Lillian’s ID number is used as the key to her record on the database. 
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LEARNERSHIPS (LS) are learning
programmes that require
learning on the job supported
by structured or organisational
learning.  They are generally
designed in the SETAs,
approved by the Department of
Labour, funded from the Skills
Levy and must lead to a
qualification on the NQF.

Go to Snapshots for more.
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Lillian registers at the Johannesburg Central College. Her personal
details are entered in the institution’s IMS with her ID number and it is
this ID number that will link her record to the SAQA system. 

Throughout Lillian’s learnership, she will be assessed against the unit
standards that make up her learnership. She may be assessed at the
institution or at her workplace. The assessment results can be entered
directly onto MERSETA’s ETQA system, or into the Central College’s
IMS. 
1. Lillian’s assessment results will be sent electronically by

Johannesburg Central College’s IT Department to MERSETA. 
2. MERSETA will use the record of Lillian’s personal data to update

their records and the assessment information will be stored. Lillian’s
ID number will be used as the key to match MERSETA’s record to the
information received on her assessments. 

3. MERSETA will use the assessment information to track the progress
of Lillian’s learnership. The achievement information may be used as
part of the process of triggering payments as part of the learnership
agreement. 

4. MERSETA will send Lillian’s biographical and achievement data by
electronic transfer to SAQA. This will then be loaded onto the NLRD.
Again, Lillian’s ID number will be used as the key to her record in
the database. Thus her new achievements will be recorded alongside
her matric qualification. 

5. Finally, Lillian will be assessed for the qualification, ‘National
Certificate in Mechanical Engineering (Fitting) Level 4 (Fitter)’. 

6. This information will be passed to MERSETA. 
7. MERSETA will in turn pass it on to SAQA, who will in turn upload it

onto the NLRD. 
8. The record of Lillian’s achievements (matric, each of the unit

standards that she was successfully assessed against, and the
qualification) will now all be in the NLRD. 

Describe the flow of information from your
organisation to the NLRD 
Select a programme that your organisation currently presents.
Referring to the flow diagram, above, draw up your own list of the
different steps in the flow of information, from the registration of
learners at your institution through to the recording of the required
information on the NLRD. For each step indicate the data that has to
be recorded and the database in which it is recorded. 

Programme name: 
Step Data to be recorded            Database 

Time: 2 hours
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process of triggering
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Again Lillian’s ID number
will be used as the key to

her record in the database.
Thus her new

achievements will be
recorded alongside her

matric qualification.



Identify the components of a national qualification 
This activity will assist you in finding registered qualifications and
unit standards that are related to learning programmes presented at
your education and training organisation. If you do not know how
to access these through the websites of SETAs or SAQA, then follow
Steps A and B. If you already know how to do it, you can go directly
to Step B.

Step A: Look at a specific example of a national certificate.

Go online, then go to www.merseta.org.za and follow the
qualifications link to search for qualifications for ‘National
Certificate in Mechanical Engineering (Fitting) Level 4’. Note that
these qualifications and associated unit standards are being
displayed directly from the MERSETA database.

You can also access this qualification and its unit standards through
the SAQA website, www.saqa.org.za. Click on Qualifications and
Unit Standards on the home page and follow the guidelines
provided.

Notice how this qualification listing shows all the unit standards that
make up this qualification. You can click on the ‘Click here for
qualification details’ to download an editable document of the
qualification. A copy is included in the electronic Resource Book. 

Similarly, each unit standard can be downloaded as a document.
Copies of unit standards ‘Align machines and equipment using laser
technology’ and ‘Read, analyse and respond to a variety of texts’ are
also in the digital Resource Box.

If you are unable to go online, then have a look at the documents
stored in the Resource Box.

Step B: Select a learning programme that is presented by an
education and training organisation and find the qualification and
unit standards that it relates to on the websites of SAQA or a SETA.

Time: 1 hour

Self-assessment
Now try the self-assessment again to help you evaluate your
progress and overall understanding of the NLRD.
1. What is the NLRD and what is its purpose?
2. List the main objectives of the NQF and describe in what way the

NLRD promotes the achievement of these objectives.
3. What data are stored on the NLRD?
4. What functions are supported by the NLRD?
5. How will national bodies, such as SAQA, SETAs, DoE, DoL and

research units be able to benefit from the NLRD?

14 INFORMATION SYSTEMS AND THE NLRD
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6.1.4

6. How will education and training organisations benefit from the
NLRD?

7. How will learners benefit from the NLRD?
The answers to this self-assessment are at the end of the book, 
on pp. 65–67.

Assignment: Track information into the NLRD
Consider the NLRD and the way the data flows through various
organisations to SAQA before it is entered onto the NLRD. 
■ Select a learning programme that was recently completed by

learners at your institution, or that your institution was involved
with in some way.

■ Describe the flow of data from your own institution to the
NLRD, including the relevant ETQA and other bodies involved.
You could depict this in a diagram or describe the various steps
in words.

■ List the major role-players in this process, providing the actual
names of the institutions and designations of the persons, e.g.
‘senior lecturer’ or ‘college principal’.

■ Describe the kind of information that is entered by each of the
above-mentioned role-players and also the data that is finally
entered onto the NLRD.

■ Describe the responsibilities played by each party involved in
this process.

The assignment should be no more than five pages. You can use the
list of steps that you described in Activity 6.1.2. 

Time: 2 hours

Section 2
The remainder of this unit focuses on the role of ICT and its impact
on cost-effectiveness in education. 

Self-assessment
Before starting this section, complete this self-assessment quiz.

1 Mark each of the following as true or false:
a) Your IMS can/should assist in

■ Policy development
■ Learner records 
■ Network management 
■ Financial management 
■ Website maintenance 
■ Library administration ➠



b) A computer information system:
■ Accepts data 
■ Ensures that all data is entered correctly 
■ Validates data 
■ Does some calculating or processing of data 
■ Prevents fraud 
■ Stores the data 
■ Automatically improves management 
■ Outputs information

c) Netscape Navigator and Internet Explorer are both:
■ Web browsers 
■ Word processors 
■ College administration systems 
■ Internet websites 
■ Internet browsers 
■ Software companies 

2 Match the term in column 1 to the description in column 2 by
entering the number of the term in the appropriate place in the
blank column.

The answers are at the end of the book, on pp. 67–68.
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Term                Term no.  Description   

1. IMS   Computer training that supplements classroom teaching.    

2. ICT   A computer for personal or professional use.    

3. Coltech   A system run by the DoE for FET institutions that enables and facilitates planning, credible 
budgeting, monitoring and evaluation of policy implementation, provision and service 
delivery and so on.    

4. DB2000   A commercial database package that holds large stores of data. The NLRD data is stored in 
such a database.    

5. WAN A method of transferring data electronically via the internet.    

6. IS   A commercially available IMS system.    

7. CBT   A number of computers, connected to each other and to servers (large central computers) 
by network cables and via hubs.    

8. FETMIS   A computer-based system that manages information.    

9. FETPAK   A term to describe the convergence of computer and telecommunications technology.   

10. FTP A system used to deliver learning materials electronically and to track learner progress.   

11. Oracle   A commercially available and widely used IMS.    

12. PC   A network of Local Area Networks.    

13. LAN   A computer information system that is used to assist in running the administration of 
colleges.    

14. E-learning A software programme that is used to collect the data extracted from an IMS so that it is 
platform ready for transfer and consolidation to the provincial office of the DoE.   



What role do information systems play? 
■ In your institution?
■ In the NQF?
■ In society?

The term information system usually means a computer-based
system to manage information. The system usually receives
information, validates it, does some calculating or processing, stores
the data and outputs information. 

The role of information systems is important in society at large as
well as in the context of educational organisations. 

Consider this example of an everyday use of an information system:
Think of your bank’s information system as you see it at an ATM
when you withdraw cash. You give it information (how much, from
which account), it validates the amount requested (checks to see if
there is enough money in the account) and assesses whether it is it
over the daily withdrawal limit. Then it calculates the new balance
after the money has been withdrawn and stores a record of the
withdrawal. You also get an ‘output’ or record of the transaction
printed on paper or on screen.

Information systems can play both an enabling and inhibiting role 
in society. Those of us who use ATMs and e-mail will attest to the
usefulness of these information systems and technology. On the
other hand, many of us have had the experience of trying to do
something and being told the computer will not allow you to do
want you want to do, blocking you from carrying out that particular
activity. 

Information systems should serve the needs of their user
community. The user community is not restricted to those who use it
directly. In the case of an information system used to computerise an
educational institution’s administration, the community includes
administrative staff, providers and learners. 

The ‘invisible’ nature of software systems makes them very opaque
to most of us. Additionally, we tend to think of information systems
as passive, but this is very seldom true. When information systems
are developed, they are usually done so in a functionalist way where
the purpose is to build systems that achieve given ends. What is
mostly neglected is the fact that, when creating a system, the
software developers are interacting with, changing and creating a
socio-technical system. The system enforces rules through its
interface, validation and storage capabilities. Some rules are sensible,
some rules were once sensible but no longer apply and some rules
restrict our ability to implement changes and to be flexible.
Organisations must ensure that their information systems can be
flexible and change to meet new requirements. This requires correct
staffing, financing and attention from senior management.
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Read about the role of information systems 
Read and consider the role of information systems.

Computer systems should serve the needs of our institutions and
help us to deliver quality education. 

If you are new to this concept, have a look at a very useful and
accessible publication which you can find on-line. While reading it,
write down guidelines and recommendations that will assist your
institution in improving its information system.

Jane Owen, with Jeff Alterman, and Phill Walkley. It’s a People
Thing: Demystifying College Information. FEDA Publications, 2001.

This publication can be found online as a free e-book, which you 
are given permission to copy for internal use in your institution. 
To access the publication, go to
www.lsda.org.uk/files/PDF/ISBN1853385611.pdf 

How can and do computer systems serve our needs?
We can categorise ICT systems at an education and training
organisation into two major groups:
1. ICT systems that directly support the teaching process. An

example of this is COMPUTER-BASED TRAINING software (CBT). 
2. ICT systems that help to run the administration and finances of

the institution. Examples of these are COLTECH and DB2000.

These systems need an ICT infrastructure on which to run. The ICT
infrastructure includes the cabling, servers, PCs, access security,
operating software, Internet connectivity and backup systems. This
is often referred to as the computer network. This infrastructure is
not an end in itself. It is what enables us to run other systems. It can
be compared to the plumbing. We do not spend money on plumbing
so that we can have plumbing. We invest in plumbing so that we can
deliver convenient hygiene and comfort for our staff and learners.
The computer network must enable us to work more efficiently and
flexibly in order to deliver quality learning.

For more detailed information on computer infrastructure see Unit 2.

Networks and the Internet
Before we go any further, if you are uncertain about some of the
terms and acronyms of the key components that make up your
institution’s computer systems and networks, have a look at the
summary that follows. 

A short introduction to some parts of your network and the
Internet.
Personal computers (PCs) are connected to each other using network
cables and hubs. These will usually be connected to servers (large

COMPUTER-BASED TRAINING

(CBT) is training that is
delivered via a program on a
computer and may be used to
supplement classroom
teaching. The digital version of
the NQF Support Link course in
VirtualBookTM is an example of
a CBT program.

COLTECH is a software
manufacturer. The Coltech
range of products includes a
college management system
that is used in some FET
organisations.  

DB2000 is a commercially
available IMS used by FET
Colleges.  The latest DB2000
system has run in a Windows
environment since July 2001.
The Windows version replaced
the old DOS version which
may still be in some FET
organisations. 



UNIT 1 19

central computers) that normally have a substantial amount of
storage space and cassette tape backup facilities. This is called a
LOCAL AREA NETWORK or LAN. Your institution’s LAN may be
connected using Telkom lines to other LANs (on other campuses) to
make a WIDE AREA NETWORK or WAN. The LAN may be also
connected to an Internet service provider to give INTERNET access
from PCs on the LAN.

PCs can run their own desktop software such as word processors.
Other software needs to be centrally run, such as an electronic
library catalogue system, but will be available from PCs on the LAN.
E-mail uses the Internet connection to pass an e-mail message from
one server to another until it gets to its destination server and then
the recipient.

A Website is a site or location on the WORLD WIDE WEB owned and
managed by an organisation or individual. Each website contains a
home page, which is the first document users see when they enter
the site. The site will usually also contain additional documents and
files. Your institution may have a website that is used to provide
information to the public and to your learners and staff. Course
material can be made available. Information from your computer
systems may be available through your website. The SAQA website
currently makes qualification and unit standards available from the
NLRD through the SAQA website.

The computer systems in your institution may also be used to teach
IT. This could include programming, databases, information
systems, network management, systems design, etc. Vendor
supported training where learners are taught the specifics of
software (for example, Microsoft or Oracle) might also be offered.

Do you know your website?
Do you know if your institution has a website? If you are not sure –
find someone to ask. Then find the URL required to access it, and
browse around. You may need to get someone to help you find your
way around the site. If your institution does not have a website, then
find out which education and training organisation in your area
does have one, get its URL and have a look at that website instead. 

The AFETISA website at www.ctcp.co.za takes you to a links section
with some useful URLs.
www.ccf.org.za gives a complete list of colleges with contact details
if you click on COLLEGES DIRECTORY. 

The DoE’s Communication Strategy for ICT in Education identifies
three areas where ICT can have an impact in education: 
1. Participation in the information society,
2. Impact on cost-effectiveness and quality, and 
3. Changing the education process.

Let us look at each of these points in detail.

In a confined space such as a
room or building, personal
computers (PCs) are connected
to each other using network
cables and hubs and this is
called a LOCAL AREA NETWORK

or LAN. The PCs on a LAN
will usually be connected to
servers (large central
computers) that normally have
a substantial amount of storage
space. The LAN may also be
connected to an Internet service
provider to give Internet access
to PCs on the LAN.

The network of tens of
thousands of interlinked
computers, evolved from the
US government’s ARPANET
project for the Department of
Defense in the 1960s. The
public INTERNET encompasses
the World Wide Web, the
popular multimedia portion  
e-mail, FTP, and other services.

A organisation’s LAN may be
connected using Telkom lines
to other LANs (in other
organisations) to make a WIDE

AREA NETWORK or WAN.

WORLD WIDE WEB: The most
popular component of the
Internet which can be accessed
with browser software. It offers
interconnected screens
containing text, graphics,
video, audio, etc.
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1. How can we help learners participate in the information society?
ICT, and in particular Internet access, enables staff and learners at
educational institutions to participate meaningfully in the
information society. Using an INTERNET BROWSER such as Internet
Explorer or Netscape Navigator, staff and learners can access
learning materials from the Internet. An outstanding example of this
is the OpenCourseWare project of the Massachusetts Institute of
Technology (MIT) which has a

… commitment to make the materials from virtually all of its
courses freely available on the World Wide Web for non-
commercial use. This new initiative, called MIT OpenCourseWare
(OCW) reflects MIT’s institutional commitment to disseminate
knowledge across the globe. We see OCW as a way to share our
thinking about the content of a modern curriculum in all the
areas in which MIT excels. Users of the OCW site may include
other academics around the world and individual learners who
may not have access to similar educational materials. 

Focus on a website
Look at an example of participation in the information highway.
Go to the Massachusetts Institute of Technology’s website at
www.ocw.mit.edu where you can get a feel of their approach to
helping learners participate in the information society. 

On its website, where 500 courses are now freely available, MIT
expresses its mission as follows: 

OCW supports MIT’s mission to advance knowledge and
education, and serve the world in the 21st century. It is true to
MIT’s values of excellence, innovation, and leadership.

As expressed on the website, MIT OCW’s goals are to: 
■ Provide free, searchable, access to MIT’s course materials for

educators, students and self-learners around the world. 
■ Create an efficient, standards-based model that other institutions

may emulate to openly share and publish their own course
materials. 

E-mail, which is delivered using the Internet, puts staff and learners
in touch with educationalists and learners all over the world. For
many learners, our institutions are the first chance they have of
directly participating in, and experiencing, the benefits of the
Information Society. E-mail is a very cost-effective step onto the
information highway. 

2. How does ICT impact on cost-effectiveness, quality and 
access to education?
The second area of the impact of ICT concerns access, costs and
quality. This covers:

An INTERNET BROWSER enables
you to search for websites on
the Internet and then explore
the information stored on the
site.
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I. The use of computers to deliver education and training. The
digital version of this course is an example in that it uses an
interactive course on CD-ROM as a delivery platform.

II. The use of computer systems to assist in the administration and
running of the institution. 

Using ICT to enhance the delivery of education can help us extend
the reach of lecturers and their courses. This is discussed further in
the next section where we talk about the changing face of the
education process. In this section we will concentrate on the use of
ICT in the management of an institution as well as its impact on
quality, cost-effectiveness and the implementation of the NQF. Unit 2
covers information systems and quality assurance implications.
Later in this unit we look at INFORMATION TECHNOLOGY and its impact
on the actual learning process.

Let us now look at the use of information systems to manage learner,
assessment and financial information at your institution. Most FET
institutions in South Africa use one of two software packages to help
run the learner and financial administration. These are COLTECH and
DB2000, both supplied by local companies. Software systems such as
these two have facilities and features to process and store data on
many aspects of the business of institutions. Such systems should be
able to process the events and data of the business of running an
institution.

Here is a list of what your institution’s management system should
be able to process, store and report on:
■ Learner registration and enrolment
■ Lecturer information and statistics
■ Examination and assessment
■ Bursaries
■ Hostel finances
■ A financial system to deal with normal accounting requirements

as well as to manage the accounting implications of the rest of
the system

■ Staff payroll
■ Library loans.

One of the requirements for accreditation as a training provider is
the availability of a management system. The regulations do not
specify that it needs to be a computerised system but, if you have
more than a few learners, a software system should prove more cost-
effective than keeping manual files. The IMS your institution uses
will be a fundamental part of your management and quality
systems. 

The information your system stores on learners and their
achievements is a valuable information asset. It must be used as part
of your QMS and it should serve as a major source of business
information. The facts and figures from your administration system
should assist in policy development.

INFORMATION TECHNOLOGY: The
general term used to describe
almost anything to do with
computers. Also referred to as
Information Systems
Technology or Information and
Communications Technology
(ICT).



Data from this system must be transmitted electronically to the
relevant ETQA for quality assurance and certification. The
information flows are discussed in Unit 4. Both Coltech and DB2000
readily support the creation of extract files for transmission to the
DoE or Umalusi. FET institutions probably also run the regular
FETPAK and FETMIS (also discussed in Unit 3) extract and
validation process that transmits electronic course and learner
information to your provincial education department.

Review an IMS
Investigate the features of an IMS. Preferably choose one at your
institution or at an institution you know or work with regularly. 
■ Make a list of its features that may be of use to you in your job

and describe how each of these features would be useful for you,
your learners and your institution. 

Go to the web forum to discuss the features of the IMS used in 
your education and training organisation. 

Time: 2 hours

3. ICT and the changing education process
ICT is having an impact on the education process by incorporating
electronic components into the delivery of material. E-learning is the
term used to describe educational programmes that use electronic
delivery methods. These methods include CD-ROM, the Internet,
satellite, LAN, WAN, video and audiotape, interactive TV, virtual
classrooms and so on. E-learning is an umbrella term that applies to
electronic delivery both from a distance and face-to-face.

In order to support and promote the development of e-learning in
South Africa, the Department of Education has identified six
strategic objectives for ICT in education. 
■ Basic connectivity for every school and institution. Each

institution should have basic Internet connectivity for e-mail and
Internet access. Initially this may directly benefit staff by giving
them access to support materials.

■ ‘Wired’ schools. Classrooms should be equipped with computers.
■ Curriculum support. Initially it may chiefly be for learners to

acquire computer skills. The department expects computer-based
teaching materials such as interactive mathematics lessons to be
used increasingly in institutions.

■ Educator development using the Internet. The department will
use the Internet to deliver some in-service training to its 300 000
educators.

■ Research and evaluation to guide further policy and support
innovation in the use of ICT in education.

■ Advocacy and support of ICT initiatives, forums and
partnerships.
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6.1.5

FETPAK is a software
programme that is used to
collect the data extracted from
an IMS and import the data
into the FETPAK1 Module at
an FET organisation. This data
is transmitted to the provincial
office for consolidation using
FETPAK2 Module 1. Provincial
consolidations are sent to head
office for national consolidation
using FETPAK2 Module 2, and
then loaded into the FETMIS
database. 

FETMIS is run by DoE to
collect FET class, learner
enrolment, resources and
subject information.  FETMIS
enables and facilitates
planning, credible budgeting,
monitoring and evaluation of
policy implementation,
provision and service delivery.
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How is ICT used to support providers and learners?
The way in which ICT is used to support both providers and
learners depends on the resources of the institution and the level at
which staff and learners use the available resources. There are,
however, a wide set of processes and applications to choose from. To
cite a few examples, lecturers may use the computer system to write
their course notes, get information from the Internet, download
support material, keep in touch with colleagues via e-mail, print
work or develop materials for use with a data projector in class.
Some classes may be conducted in a computer lab where learners
have access to a computer to study materials from a CD or the
Internet. The practical parts of accounting packages, computer
programming, computer support, word processing, spreadsheets,
desktop publishing, etc. can be taught using computers. Learners
may use computer facilities on campus or at home for research,
making notes and preparing assignments.

Many institutions and universities use computer-based training
(CBT) and e-learning to supplement classroom teaching on
campuses. Many institutions have courses available in computer
labs for learners and staff to learn a language or learn to use a word
processor or learn to touch-type, for example. Learners can use
these courses in their own time and at their own pace. Remember
that companies also make extensive use of this technology to train
staff. For example, when a new model of a vehicle is first sold,
mechanics at the service centres may get an updated version of the
servicing guide either on CD or delivered over the company’s
network or the Internet. They will then complete the course during
dedicated training time and do a number of assessments along the
way. The assessments could be electronic or carried out by an
assessor.

Case study 
Here is a news story about Potchefstroom University.

Potchefstroom University’s Glob-Ed Systems Pty (Ltd) was recently
awarded a license agreement that made provision for a new e-learning
platform for a pilot group of FET (Further Education and Training)
institutions. Glob-Ed Systems is also one of the content providers that
delivers the ICT curriculum to all the pilot centres by means of enhanced
telecommunication links via a web-based learning management system.

The aim of the training is to promote and develop the ICT skills of
learners, leading to a recognised qualification that will be relevant to the
requirements of industry and business. In the longer term, it aims to
enable learners to pursue their own learning both for their present needs
and lifelong learning. It also aims to create a self-paced, learner-based
learning rather than traditional teacher-centred methods. 
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6.1.7

6.1.6

Explain the jargon
Read the news story carefully and look particularly at the first
paragraph. It is filled with jargon. What does it all mean? 
Write a plain English explanation of these pieces of jargon: 
■ An e-learning platform
■ Content providers
■ Enhanced telecommunications link
■ Web-based learning management system.

The answers to Activity 6.1.6 are at the end of the book on p. 68.

Time: 1 hour

Review your resources
List the ICT resources that your organisation currently uses to
support learners and providers.

Time: 2 hours

Self-assessment
Now try the self-assessment again to see how you have progressed
in your understanding of the role of information technology.

1 Mark each of the following as true or false:
a) Your IMS can/should assist in

■ Policy development
■ Learner records 
■ Network management 
■ Financial management 
■ Website maintenance 
■ Library administration 

b) A computer information system:
■ Accepts data 
■ Ensures that all data is input correctly 
■ Validates data 
■ Does some calculating or processing of data 
■ Prevents fraud 
■ Stores the data 
■ Automatically improves management 
■ Outputs information

c) Netscape Navigator and Internet Explorer are both:
■ Web browsers 
■ Word processors 
■ College administration systems 
■ Internet websites 
■ Internet browsers 
■ Software companies ➠
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6.1.8

2 Match the term in column 1 to the description in column 2 by
entering the number of the term in the appropriate place in the
blank column. 

The answers are at the end of the book, on pp. 67–68.

Assignment: Compare print and digital modes
This course is delivered in parallel paper-and-print and digital
versions. The digital version, which uses a CD-ROM, is an example
of a computer-based training programme. 
1. Get together in a group with others doing this module and

discuss the advantages and disadvantages of CBT technology. 
2. Compare CD-ROM-based distance education to paper-based

distance education. 
3. Write a short document of not more than three pages, in which

you summarise the key differences between CD-ROM-based
distance education and paper-based distance education. Describe
the advantages and disadvantages of each.

Time: 3 hours

Term                 Term no. Description   

1. IMS   Computer training that supplements classroom teaching.    

2. ICT   A computer for personal or professional use.    

3. Coltech   A system run by the DoE for FET institutions that enables and facilitates planning, 
credible budgeting, monitoring and evaluation of policy implementation, provision 
and service delivery and so on.    

4. DB2000   A commercial database package that holds large stores of data. The NLRD data is 
stored in such a database.    

5. WAN   A method of transferring data electronically via the Internet.    

6. IS   A commercially available IMS system.    

7. CBT   A number of computers, connected to each other and to servers (large central computers)
by network cables and via hubs.    

8. FETMIS   A computer-based system that manages information.    

9. FETPAK   A term to describe the convergence of computer and telecommunications technology.   

10. FTP A system used to deliver learning materials electronically and to track learner progress.   

11. Oracle   A commercially available and widely used IMS.    

12. PC   A network of Local Area Networks.    

13. LAN   A computer information system that is used to assist in running the administration 
of colleges.    

14. E-learning A software programme that is used to collect the data extracted from your IMS so 
platform that it is ready for transfer and consolidation to the provincial office of the DoE. 



Recommended reading
For more information on CBT and ICT in education and training
organisations see the following readings:

James, T. (Ed). Information Policy Handbook for Southern Africa.
IDRC, available from www.apc.org/books/ictpolsa/ 

Bereiter, C. (Ed). 2003. Learning Technology Innovation in Canada. 
A supplement to Journal of Distance Education Special Issue on
TeleLearning-NCE, Volume 17, Number 3, 2003.
www.telelearn.ca/ltic/index.html 

McClintock, R. 1992. Power and Pedagogy: Transforming Education
through Information Technology. Cumulative Curriculum Project
Publication #2, Institute for Learning Technologies, New York.

EduTools – a Canadian web-based resource for the higher education
community www.edutools.info/index.jsp 

The Centre for Computer-Based Instructional Technology (CCBIT). 
A campus service organization to support the development and
deployment of instructional technology at the University of
Massachusetts, Amherst. www.ccbit.cs.umass.edu/ccbit/ 

MultiMedia Education Group. MEG aims to research and harness
the potential of interactive computer based technologies and
approaches (ICBTA) to support effective learning and teaching. 
Its work focuses on meeting the needs of South African learners
from diverse backgrounds, particularly those at the University of
Cape Town. www.meg.uct.ac.za/default.htm
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Purpose
To gain an understanding of the importance of ensuring that (a) the
data in the NLRD is of a high standard and (b) there are adequate
security procedures in place to protect the confidentiality and
privacy of this data. To this end, Information Management Systems
(IMS) and policies that govern the use of the IMS must take account
of Information Privacy, Acceptable Computer Use, Security and
Quality Management.

Many of the examples refer specifically to FET colleges. If you use a
different system, and this is not useful or appropriate to your
situation, focus your attention on the principles involved. Then
research what the equivalents are in your environment.

Outcomes
Unit 2 addresses the importance of ensuring that data in the NLRD
is of a high standard and that there are adequate security procedures
in place to protect the confidentiality and privacy of this data. It
examines the importance of Information Management Systems (IMS)
and policies that govern the use of the IMS. It looks at Information
Privacy, Acceptable Computer Use, Security and Quality Manage-
ment. Every ETQA will have quality standards that must be applied
to the management of learner and assessment information. The unit
examines these requirements and how they can be implemented in
an IMS. 

■ Participants will be able to design, revise and implement policies
and systems which reflect the importance of protecting
information privacy in the handling of data, and which are up-
to-date with government legislation governing information
privacy.

■ Participants will be able to guide or implement action to ensure
that the education and training organisation’s handling of data
satisfies the NLRD’s need for quality management and the
ETQAs’ requirements of an IMS.

Timing
The suggested study time for this unit is 22 hours, which includes
completing all activities and assignments.

OVERVIEW OF UNIT 2

Policies and good practices
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Introduction
Computer systems store large amounts of confidential and personal
information. When computers are connected together the possibility
for someone to access and change data illegally opens up. This
places a responsibility on educational institutions to ensure the
privacy and security of information. Every institution should ensure
that learners understand the acceptable use of education and
training organisation computers and networks.

This unit looks at some of the main issues that a college should
consider around the privacy of the information stored, the public’s
right to information and the use of computers by learners and staff.
Every ETQA will have quality standards that must be applied by
institutions to the management of learner and assessment
information. We will discuss these requirements and how they can
be implemented in your IMS. 

Section 1 – Information privacy
Try to answer these questions before you start this section. You will
be given another opportunity later.

Self-assessment
1. Which of the functions of the NLRD must be protected by

restricted access and security? Mark the answers true or false.
a) Online entry and editing of qualifications and standards by

SGBs. 
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UNIT 2

Policies and good practices

Protect your network

➠
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b) Web-enabled searching and downloading of publicly
available qualifications and standards. 

c) Online entry and editing of providers and assessors. 
d) Importing of batches of information relating to learners and

their achievements provided by ETQAs. 
2. What information from the NLRD should be available publicly

for scrutiny? Mark the answers true or false.
a) Verification of achievement information, i.e. ‘Does person X

have a National Professional Diploma in Education (NPDE)
(NQF Level 5) awarded in 2001?’ 

b) Learner achievement records, i.e. ‘What qualifications does
person X have?’ 

c) Both of the above. 
3. True or false? Audit checks on computer systems should be the

responsibility of:
a) The IT person 
b) Senior management 
c) Assessors.

4. True or false? File servers should:
a) Be backed up once per month 
b) Be backed up daily 
c) Be backed up periodically when the IT person has time 
d) Be locked in a secure location with restricted access 
e) Never have to be backed up because they will be locked in a

secure location with restricted access 
f) Have a back-up power supply to cope with power failures.

5. True or false? A firewall:
a) Is used to keep file servers warm 
b) Will provide protection against hackers if placed between the

file servers and the outside world 
c) Once in place, needs no further attention.

6. True or false? A sensible passwords strategy should:
a) Require users to have a password of at least six alphanumeric

characters 
b) Require users to change their passwords 

i) daily 
ii) once per month 
iii) once per year 
iv) never 

c) Allow users to tell others their password if they need access
to a document only available in their folder.

7. True or false? When using e-mail:
a) You should be alert regarding viruses even if there is anti-

virus software on the server 
b) It is good practice to always copy messages to as many

people as possible in case they might be of interest to them
c) Copyright is not an issue because copyright laws do not

apply to electronic communications.

The answers to this self-assessment are at the end of the book, 
on pp. 69–70.



What laws govern information privacy and access rights?
Many countries around the world have instituted specific laws to
cover information privacy. South Africa is currently in the process of
developing such legislation in line with international trends. 

Here are a few examples of legislation that have been enacted in
other countries:
■ The Data Protection Act, 1998, in the United Kingdom
■ The Privacy Act, 1983, and The Personal Information Protection

and Electronic Documents Act, 2000, in Canada
■ The Privacy Act, 1988, and The Privacy Amendment (Private

Sector) Act, 2000, Australia
■ The Privacy Act, 1993, in New Zealand. 

International bodies have also taken positions on data protection
and the right to privacy of individuals. The European Union enacted
the Data Protection Directive in 1995 to harmonise the various
legislations in its member states and also to strengthen the
protection afforded to individuals over the use of sensitive data
(Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the protection of Individuals with regard to
Processing of Personal Data and on the Free Movement of such
Data). The United Nations has produced guidelines encouraging
member states to enact such legislation. These guidelines are also
aimed at encouraging both government and non-government
organisations to process data in a ’responsible, fair and privacy-
friendly manner‘ (the United Nations (UN) Guidelines concerning
Computerised Personal Data Files adopted by the UN General
Assembly on 14 December 1990 Doc E/CN.4/1990/72 20.2.1990).
The Commonwealth Law Ministers, at a meeting in November 2002,
proposed that Model Bills should be enacted by member countries,
for both the private and public sector. These Model Bills are meant to
assist small and developing countries in the task of ensuring data
privacy without the need to create large bureaucratic structures.

In South Africa the laws which currently deal with the principles of
data protection are inadequate and this is why the South African
Law Reform Commission is looking into the matter. The current
laws on the statute books in this regard are the Promotion of Access
to Information Act (2000) and the Electronic Communications and
Transactions Act (2002). They deal with the collection of data and the
voluntary adherence to data protection principles, but they are not
sufficiently comprehensive. They are regarded as interim measures
until such time as a Privacy and Data Protection Act is in place. 

A brief overview of the current position in South Africa regarding the
development of data protection legislation
On 17 November 2000 the South African Law Reform Commission
included in its programme an investigation entitled ‘Privacy and
Data Protection’ (go to the Resource box on the CD). This was the
request of the Commission by the Minister for Justice and
Constitutional Development. A Project Committee was then set up
by the Minister to assist the Commission in its task. The committee
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first met in July 2002. 

The Commission’s objective is to investigate all aspects of the
protection of the right to privacy of a person with specific reference
to the processing of his or her personal information by the state 
or other persons. Processing of information is regarded as the
collecting, storing, using and communicating of information. 
In 2003, the South African Law Reform Commission published a
paper entitled ‘Privacy and Data Protection (Issue Paper 24, Project
124)’ (go to the Resource box on the CD) where it set out its
preliminary views on the issue. A consultative process took place
during 2003 where submissions to the Commission were
encouraged. In the position paper, the point was made that privacy
is a valuable aspect of personality and that data protection forms an
element of safeguarding a person’s right to privacy. It provides for
the legal protection of a person in the instances where his or her
personal information is being collected, stored, used or
communicated by another person or institution. In South Africa, the
right to privacy is protected in terms of both common law and
section 14 of the Constitution.

The preliminary proposals of the Commission are summarised in the
paper as follows:
■ Privacy and data protection should be regulated by legislation.
■ General principles of data protection should be developed and

incorporated in the legislation.
■ A statutory regulatory agency should be established.
■ A flexible approach should be followed in which industries

develop their own codes of practice (in accordance with the
principles set out in the legislation) which will be overseen by
the regulatory agency.

The legal situation regarding privacy and access to information is
currently under review, and may have changed since this unit was
written. What are the latest developments in this regard? What
future milestones have been have been identified for these changes,
for example what dates are there for the likely introduction of new
bills and legislation? Where can the latest information be found? To
find current information you will probably need to go online to
research recent developments. 

Access to information
As we saw in Unit 1, the NLRD holds data on many aspects of the
NQF. The data held in the NLRD can be categorised as information on:
■ The structure of qualifications and unit standards
■ Training providers
■ Assessors
■ Learners
■ The achievement records for each learner. 

The NLRD consists of numerous modules and programs that enable
this data to be entered, tracked, edited, queried and summarised. 
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Some of the important functions it supports are:
■ Online entry and editing of qualifications and standards by SGBs.
■ Online entry and editing of details of providers and assessors.
■ Importing of batches of information relating to learners and their

achievements provided by ETQAs.
■ Web-enabled searching and downloading of publicly available

information regarding qualifications and standards.

To protect privacy, the first three of these functions operate within an
appropriate access security system, while the fourth applies only to
general information, which is less sensitive. Information on
qualifications, unit standards, training providers and assessors is
freely available. Much of it is available on the SAQA website.

The verification of achievement information is available
telephonically to employers. This answers a question such as: ‘Does
person X have a National Professional Diploma in Education
(NPDE) (NQF Level 5) awarded in 2001?’ It does not answer
questions such as ‘What qualifications does person X have’, although
SAQA intends to expand and formalise this service in the future. 

A full achievement record is available only to the learner to whom
that record belongs. This enables the learner to get a list of all the
qualifications and unit standards he or she has achieved that are
recorded in the NLRD. The maxim ‘If you supplied the data we shall
gladly supply the same, maybe updated, data back to you’ applies to
access to lists of learners and their achievements by providers.

Researchers both internal and external to SAQA and the departments
of Education and Labour will be given access to summary, and in
some cases depersonalised, data on learners and achievements.

Data collected and held on an IMS at an education and training
organisation are also subject to the same principles as those held in
the NLRD. ETQA requirements of your IMS are addressed later in
this unit and careful attention should be given to this subject.

Investigate security and privacy issues 
Get a group of people together to discuss the following acts and
other documents relating to access to information (go to the
Resource box on the CD).
■ Promotion of Access to Information Act (2000).
■ Electronic Communications and Transactions Act (2002).
■ South African Law Reform Commission document (Privacy and

Data Protection. Issue paper 24, Project 124).

It is not necessary for every person in the group to read every
document. It is also not necessary to read the documents entirely.
Just try to get an idea of what they are aiming at. Once you have
scanned the documents, consider the following issues on the basis of
your readings:
■ First of all, identify the groups of individuals on which data is

kept (learners, providers, etc.).

UNIT 2 33

6.2.1

➠



34 INFORMATION SYSTEMS AND THE NLRD

6.2.2

■ What sort of data will you hold on these groups of people?
■ What should be the aim of data protection efforts in your

institution?
■ What should be the aim of your institution’s efforts to provide

access to information?
■ What should your organisation do to protect the privacy of data?

Note – we come back to this at the end of the unit when we look
at the ETQA requirements of your IMS – so for now just write
down your ideas.

■ What are the current strengths and weaknesses in your
institution’s policies and procedures to protect data? 

■ What are the current strengths and weaknesses in your institution’s
policies and procedures to provide access to information?

The following points are pertinent to your group discussion:
■ A person’s right to privacy entails that such a person should

have control over his or her personal information and should be
able to conduct his or her personal affairs relatively free from
unwanted intrusions.

■ Data protection provides for the legal protection of a person in
instances where such a person’s personal particulars are being
processed by another person or institution.

■ The recognition and protection of the right to privacy as a
fundamental human right in the South African constitution
provides an indication of its importance. 

■ One of the principles of data protection is that personal
information should be made accessible to the subject.

Write a description of your findings.

Time: 2 hours

Prepare yourself to deal with the challenge of
privacy and security 
This is a group activity based on a real-life scandal involving access
to information. The objective of this activity is to think through some
of the issues pertaining to protecting information stored on
computer systems – particularly from the point of view of the
individual’s right to privacy regarding information stored on them.
You should also briefly address the issue of security (which is
covered in more detail in the next section). 

Look at the newspaper articles, in the Reading on pp. 60–64, on the
scandal of the ‘Fake degrees’ which hit the University of Zululand 
in 1996.
■ Discuss how it could have happened.
■ Answer the questions below:

■ What steps could be taken to ensure that an official cannot
later alter learners’ marks?

■ What are the implications for individuals about whom
information is stored on computer systems – what if this ➠
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information could be maliciously altered, unbeknown to the
individual?

■ How might the existence of data protection legislation help to
prevent this sort of thing in the future?

Time: 2 hours

Section 2 – Acceptable computer use and security
Having an acceptable computer use policy is important for ensuring
that everyone involved in the use of computer systems is familiar
with their responsibilities and obligations. Inappropriate use of
computer systems can expose you and your college to risks – some
of which can be very serious. This could in turn compromise you
and ultimately make you liable to prosecution under the law. 

There are many issues to consider and include when constructing an
acceptable computer use policy for your education and training
organisation. Responsibility is central to acceptable computer use,
and all players involved in the management and use of the computer
systems, whether learners, providers, administrative staff or IT
support personnel, need to adhere to rules. Carelessness can result in:
■ Unauthorised access to confidential data, leading to the possibility

of fraud and the invalidation of the integrity of the data.
■ Potential legal actions arising out of the disclosure of information

that is protected by law.
■ The introduction of viruses, which can damage computer

systems and destroy data.
■ Damage to the physical computer system which could render it

inoperable, thereby causing a breakdown in access to important
information.

Apply privacy and security principles to your
organisation
Answer these questions in relation to your organisation:
■ How can unauthorised access be gained to confidential data?
■ What information should be protected?
■ What effect can viruses have on your data?
■ What part of your physical computer system needs to be

protected most from damage?

Remember that adhering to the guidelines of acceptable computer
use applies to all those who use the computer systems, including:
■ Managers/providers
■ Learners 
■ Administrative staff
■ IT support personnel.

Draw up a memo based on your findings in this activity.

Time: 2 hours



What should an acceptable computer use policy cover?
An acceptable computer use policy should cover not only the direct
use and management of the computer system, but also the
information that you transfer from the network via e-mail, laptops,
CD disks and other media. An acceptable computer use policy needs
to cover: 
■ Using the computer network at your college
■ Using laptops
■ Transferring information electronically e.g. by e-mail
■ Browsing the web
■ Managing the physical network
■ Storage of data
■ Security.

Evaluate threats to computer data 
Before reading on – list examples of how threats to computer
systems and data can arise in three important areas, namely:
■ User carelessness
■ Intentional malicious damage
■ Poor practices in network/system administration.

Once you have done this, read on and compare your examples with
the text that follows.

Time: 30 minutes

Potential threats to the data held on your
computer system

Here is a story that illustrates a way in which these threats can manifest
themselves.

Ashish works at an FET college. She has been entering learner
achievement information into the college database. She goes home for
the day and leaves her computer switched on. There is no password-
protected screensaver or other security mechanism in place. Overnight, 
a corrupt colleague goes to her computer and changes some of the
achievement records. The next day it is not apparent to Ashish that
anything has been changed. The records are stored on the system, sent
off to the ETQA and eventually entered onto the NLRD. It comes to light
later that there are errors in the achievement records of the college. It is
possible to track the data entry back to Ashish and she is blamed and
accused of malpractice. What’s more, the reputation of the college is
tarnished.

In this simple example, it can be shown that careless practice when using
computer systems can really cause serious problems. Ashish has been
held responsible for something she has not done and could lose her job
as a result. Nondisa, as the senior manager, may find her career is
affected by the incident. Not least of all – learners may suffer because
their achievement records may be incorrect and this may only be
discovered at a later time, for example when a prospective employer
calls to verify an achievement.
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Here is more detail about how threats to computer systems and data
can arise:

1. User carelessness
Users may have access to confidential information on a system that
should be protected by passwords. The disclosure of passwords to
others can result in unauthorised people gaining access to the
information. 

You may sometimes have to transfer data onto your laptop if you are
going to be working from home or visiting another site. Loss of a
laptop with information on it that is not protected by passwords can
result in the information falling into the wrong hands. The same
thing can happen if you make copies of data on CDs or other
electronic media and do not protect them with passwords.

Users may also inadvertently introduce viruses onto the computer
network. This can happen if you download programmes from the
Internet or open e-mail that have viruses attached to them. 

E-mail has become the accepted way of communicating in many
areas of life. However, it is possible for e-mails to go missing ‘in the
ether’ or to be incorrectly addressed and end up in the wrong hands.
Guidelines on the use of e-mail should be followed.

2. Intentional malicious damage 
Hackers are people who intentionally gain unauthorised access to
computer systems. Once they have gained access they may be able
to see confidential information. They may use the information for
financial gain or perhaps they are just disaffected individuals who
would like to cause chaos with the computer systems for personal
reasons. Whatever the reasons, they can cause severe damage and
safeguards must be put in place, and maintained, to minimise the
possibility of anyone hacking into the computer system. The story
that follows illustrates this point.

Nondisa has long been concerned about the computer systems at her
college. While she is quite committed to using computer systems in the
learning environment – both for learning and administrative purposes –
she knows that she does not understand them and has little knowledge
of what goes on amongst those who look after them. She has employed a
good IT support person, Peter, and he works well with the staff and
learners. However, she has a sneaky suspicion that he is more interested
in the technical side of things and probably does not pay enough
attention to the administration and security of the systems. 

One weekend, a disaffected ex-learner gains easy access to the building
where the file servers are located. He is able to unplug and walk off with
one of the file servers. 

On Monday morning the theft is discovered. The server in question
contained all the records of learner achievements and the accounting
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records of the college. What’s more the ETQA submissions were sitting
on the server, ready to be sent off. 

Peter is devastated, but tells Nondisa that the situation is not as bad as it
might have been because he has a backup tape with the data on it and he
can restore it once they get a new server, or maybe onto another server.
The problem is, when he goes to find the tape he realises that he had not
taken it home with him as usual for safe-keeping. In his rush to leave on
Friday, he had left it in the file server. It was stolen with the server!

3. Poor practices in network/system administration
Network administration is a complex technical area. It involves at a
very high level some of the considerations that must be given to
protecting the data on the computer network. 

Remember:
■ Physical access to the network equipment must be restricted to

authorised individuals. It is no use having anti-hacking
protection in place if someone can walk in and steal the file
server!

■ Loss of access to the system can occur if the physical
environment does not provide for protection against things like
power failures and lightning strikes.

■ Systems do break down and data gets corrupted – no matter how
well maintained the network may be – so there must be an up-to-
date backup available to restore the data as speedily as possible. 

■ Passwords are crucial and there must be an agreed policy on how
passwords are implemented and maintained by the
administrator.

■ Viruses can be very damaging, so it is important to ensure that
your network is protected by up-to-date anti-virus software.
Even so, new viruses come out all the time, and it takes a while
for the anti-virus software to be updated. Unless the network
administrator is alert to this, users may inadvertently affect the
system if they open an e-mail with a new virus.

Complete a security and privacy checklist 
Before reading any further, consider the points listed below and
make notes that reflect your understanding of the terms used and
what should be done in each case. 

1. Think about the responsibilities of management in your
organisation
Carry out computer system audit checks.
What does it mean? __________________________________________
What should be done? ________________________________________

➠



2. Think about the responsibilities of the IT person
Ensure the secure location of servers.
What does it mean? ___________________________________________
What should be done? ________________________________________

Uses firewalls.
What does it mean? ___________________________________________
What should be done? ________________________________________

Checks for viruses.
What does it mean? ___________________________________________
What should be done? ________________________________________

Uses passwords.
What does it mean? ___________________________________________
What should be done? ________________________________________

Uses password-protected screensavers.
What does it mean? ___________________________________________
What should be done? ________________________________________

Ensures access to data via user accounts.
What does it mean? ___________________________________________
What should be done? ________________________________________

Encrypts confidential data.
What does it mean? ___________________________________________
What should be done? ________________________________________

Monitors software installed on the servers or desktops.
What does it mean? ___________________________________________
What should be done? ________________________________________

Implements recovery strategy and procedures in the event of losing
data on servers.
What does it mean? ___________________________________________
What should be done? ________________________________________

3. Think about the responsibilities of users – administration and
learners
Adhere to policies.
What does it mean? ___________________________________________
What should be done? ________________________________________

Use passwords.
What does it mean? ___________________________________________
What should be done? ________________________________________

Use password-protected screensavers.
What does it mean? ___________________________________________
What should be done? ________________________________________
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Store data in agreed relevant folders.
What does it mean? ___________________________________________
What should be done? ________________________________________

Follow e-mail protocols.
What does it mean? ___________________________________________
What should be done? ________________________________________

Look after laptops/transportable media.
What does it mean? ___________________________________________
What should be done? ________________________________________

Adhere to licensing requirements.
What does it mean? ___________________________________________
What should be done? ________________________________________

Ensure all data is backed up is on server.
What does it mean? ___________________________________________
What should be done? ________________________________________

Do not alter your workstation or laptop configuration.
What does it mean? ___________________________________________
What should be done? ________________________________________

Check your answers by reading the explanations below.

Time: 2 hours and 30 minutes

1. Management responsibilities
CARRY OUT COMPUTER SYSTEM AUDIT CHECKS

Audit checks should be performed periodically to ensure that
policies are being adhered to. It is useful to get an external resource
to do this from time to time. They will be able to spot weaknesses in
the systems that an internal administrator overlooks. It also gives
senior management confidence that their technical administrator is
working to acceptable standards, as members of management often
do not understand computer systems, and would not know if there
were irregularities in their system’s administration. 

Audits like this would also look at whether the access security
systems are adequate to ensure that only authorised personnel have
access to sensitive data. Checks would also be made which would
highlight data that had been tampered with and ensure that backups
are being performed in line with best practices.

2. System administrator responsibilities
ENSURE THE SECURE LOCATION OF SERVERS

File servers should be located in a secure environment with access
restricted to authorised personnel only. However, this environment
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should also take account of the operating requirements of the servers
as far as is practicable. For example, there should be good
ventilation or air-conditioning to prevent overheating and ‘crashing’
of the machine. A back-up power supply (UPS) should be available
if possible and there should be ‘surge protection’ to cope with power
surges and lightning strikes. 

USE FIREWALLS

Firewalls should be in place between the servers and the outside
world. These are essential to prevent hackers gaining access to
confidential information. Firewall ‘policies’ need to be implemented
by experienced technical experts and constantly updated,
maintained and documented. 

CHECK FOR VIRUSES

Ensure that anti-virus software is installed on the network and that it
is kept up-to-date. Alert users to new viruses which might not yet be
intercepted by the anti-virus software. 

USE PASSWORDS

Passwords should be a minimum of six alphanumeric characters
long. Administrator passwords on servers should be changed at least
once per quarter and kept in a secure place that can only be accessed
by authorised personnel.

Administrators should ensure that users are forced to change their
workstation passwords at least once a month. They should never be
written down and left by the workstation. Users must never tell
other users their passwords.

USE PASSWORD-PROTECTED SCREENSAVERS

Screensavers should be password protected. This means that when
the user is away from his or her computer for a designated period of
time, the screensaver will prevent other users from being able to use
the machine.

ENSURE ACCESS TO DATA VIA USER ACCOUNTS

All data should be stored in folders where only authorised personnel
can access it. It should never be in an ‘open area’, unless it is of a
general nature and intended for general access.

Users should not share accounts to gain access to shared data.
Rather, a group account should be set up and users added to it on a
need-to-know basis. When users leave the organisation or no longer
have the need to access the information, they should be removed
from the group account.

ENCRYPT CONFIDENTIAL DATA

All confidential data must be ENCRYPTED when transferred over a
public communication channel, for example the Internet or leased
lines.

UPS stands for Uninterruptible
Power Supply and is normally
a box with batteries connected
to a file server. When the
power fails, the batteries take
over and this prevents the
server switching off in a
sudden uncontrolled way
before saving data properly
(also called ‘crashing’).

ENCRYPTION is used to
‘scramble’ electronic data
before it is sent over an
insecure link, e.g. the Internet.
The data is then ‘unscrambled’
at the other end by the person
who receives it. Neither the
sender nor the recipient is
necessarily aware of encryption
as it is done automatically by
software installed on the
servers.



MONITOR SOFTWARE INSTALLED ON THE SERVERS OR DESKTOPS

An audit should be periodically performed to check that illegal
software has not been installed on the network servers or
workstations. Illegal software infringes licensing laws and
management will be held responsible for this and may be prosecuted
by the vendors. If users install software on the workstations, it can
cause problems with the operation of approved software
applications.

IMPLEMENT RECOVERY STRATEGY AND PROCEDURES

All servers should be backed up daily using incremental back-ups,
i.e. adding new and changed data each day. Full back-ups should be
performed weekly with archiving done monthly, i.e. storing the
monthly tape in an archive off-site. All back-up tapes and archive
tapes must be stored off-site in case of theft from the site, or fire, in
which case both the system and the back-up data will be lost. 

Backups should be tested periodically to ensure that, in case of a
disaster, an effective restore procedure could be completed within
agreed time scales.

3. User responsibilities
ADHERE TO POLICIES

It is important for users to pay attention to the policies of the college.
The dos and don’ts of acceptable computer use must be
communicated clearly to all those who use the computer systems. 

USE PASSWORDS

Administrators should ensure that users are forced to change their
passwords at least once per month. Users should never write down
their passwords and leave them by their workstations. Users must
never tell other users their passwords. Passwords should be a
minimum of six alphanumeric characters long.

USE PASSWORD-PROTECTED SCREENSAVERS

Screensavers should be password-protected. This means that when
the user is away from his or her computer for a designated period of
time, the screensaver will prevent other users from being able to use
the machine.

STORE DATA IN AGREED RELEVANT FOLDERS

Data should not be stored in individual folders. Rather, it should be
in folders that have been set up as shared accounts that are
accessible to those users who have authority to access the data. This
means that when a user leaves an organisation, the data will be
available to those who need access to it.

FOLLOW E-MAIL PROTOCOLS

Follow these ten golden rules when using e-mail:
■ Never assume that an e-mail has arrived at its destination. It

could go astray. Always check with the recipient if it is urgent.

42 INFORMATION SYSTEMS AND THE NLRD



■ E-mails sent from the workplace should not be considered
confidential. They can and should be monitored by the
organisation to ensure that they adhere to the policy of e-mail use.

■ Do not let others use your e-mail account to send e-mails. You
will be the one held responsible if it causes a problem.

■ Do not send out e-mails to large numbers of people unless it is
important for them all to receive it. It may result in people
ignoring e-mails from you if you regularly send e-mails that are
not relevant.

■ Beware of infringing copyright. Information found on the
Internet is also covered by copyright regulations. Do not copy
things and include them in documents without crediting the
source. 

■ Be vigilant for viruses. Always follow instructions sent out by
your network administrator regarding new viruses which have
been detected but which are not yet covered by your anti-virus
software.

■ Remember that an e-mail can be regarded as a binding contract.
Be careful what you say in an e-mail.

■ Never distribute offensive material such as racist, sexist,
pornographic or any other material that may offend. It may
result in prosecutions.

■ Check your e-mail before sending it to make sure it is going to
the right person/people.

■ Never use e-mail in anger – you may regret what you type in a
moment of frustration. So think before you send.

LOOK AFTER LAPTOPS/TRANSPORTABLE MEDIA

If you travel out of the workplace with a laptop, make sure you
protect it at all times. Not only is replacing it costly but also the
information on it might fall into the wrong hands and compromise
others. The same goes for carrying data on CDs or other storage
media.

ADHERE TO LICENSING REQUIREMENTS

You should not install any software on the server or on your
workstation without the consent of your network administrator. This
could interfere with other legitimate software and make you liable
for software licensing infringements. 

ENSURE ALL DATA IS BACKED UP ON THE SERVER

It is imperative that data is backed up regularly. You will need to
ensure that you place important data on the network server in order
to ensure that a back-up is made. This is particularly relevant if you
work out of the office and you use a laptop computer to prepare or
edit documents. You should never use your workstation for the
permanent storage of data, as this will not be backed up.

The following story demonstrates the importance of backing up
data.
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Miriam has been working hard on her assignment. She has the only copy
of it on a stiffy disk. She leaves the room to take a break for lunch. Her
assignment is clearly visible on the screen. She does not log out or switch
off her machine. Her computer does not have a screensaver with a
password. A rather lazy learner, who has not done much work over the
term, takes advantage of the situation. While Miriam is at lunch, he
steals the stiffy disk and makes off with the assignment, intending to
alter it slightly and submit it as his own work. Miriam has not made a
copy, and what’s more she has never saved her work on the network file
server – preferring to keep it on a stiffy because it is more convenient to
carry around with her. Had she followed the acceptable computer use
rules of the college, she would have kept the main version on the server
where it would have been backed up and she could have got Peter to
retrieve a copy for her – even if it was a bit out of date.

So weeks of work have disappeared. The best she can hope for is that the
villain will be found out when he submits the assignment in his own
name. For the mean time, she will have to start all over again. 

DO NOT ALTER YOUR WORKSTATION OR LAPTOP CONFIGURATION

Changing the configuration on your workstation or laptop can, in
the some circumstances, make it unstable. You may lose your data.
Always consult your network administrator before making any
changes. 

Additional reading
Further reading on the subject of acceptable computer use can be
found in the following documents. These are available online or in
the Resource Box.

McGill University Code of Conduct.
www.mcgill.ca/ncs/policies/code/

Trinity University Faculty and Contract Staff Handbook.
www.trinity.edu/departments/academic_affairs/hb/adminpol/cmp
trpol.htm#TOP

Draw up a computer use policy outline 
Get together a group of people from your organisation, representing
each of the groups we identified – management, admin, learners,
and IT personnel (if you can’t get an actual representative group
together, at least canvass the opinions of people from each of the
identified groups). You need to draw up guidelines for your
organisation on acceptable computer use and security. 

Refer to the notes you made in Activity 6.2.5.
■ First, revise your comments in view of the information you have

gained from working through this section. 
■ Second, select the ten issues most important for your

organisation.
■ List these issues in order of priority in the table below. 
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■ For each issue you choose, write comments on the following
three questions:
■ Who is responsible for or involved in this issue?
■ What is the situation in your organisation at present

regarding this issue?
■ What do you have to do to get from where you are to where

you should be with regard to this issue?

Time: 3 hours

Self-assessment
Repeat the self-assessment to check that all the gaps have been filled
in. 
1. Which of the functions of the NLRD must be protected by

restricted access and security? Mark the answers true or false.
a) Online entry and editing of qualifications and standards by

SGBs. 
b) Web-enabled searching and downloading of publicly

available qualifications and standards. 
c) Online entry and editing of providers and assessors. 
d) Importing of batches of information relating to learners and

their achievements provided by ETQAs. 
2. What information from the NLRD should be available publicly

for scrutiny? Mark the answers true or false.
a) Verification of achievement information, i.e. ‘Does person X

have a National Professional Diploma in Education (NPDE)
(NQF Level 5) awarded in 2001?’ 

b) Learner achievement records, i.e. ‘What qualifications does
person X have?’ 

c) Both of the above. 
3. True or false? Audit checks on computer systems should be the

responsibility of:
a) The IT person 
b) Senior management 
c) Assessors.

4. True or false? File servers should:
a) Be backed up once per month, 
b) Be backed up daily, 
c) Be backed up periodically when the IT person has time 
d) Be locked in a secure location with restricted access 

Issue Person(s) responsible  Current situation in  Action required to get to      
or involved your organisation where you should be

➠
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e) Never have to be backed up because they will be locked in a
secure location with restricted access 

f) Have a back-up power supply to cope with power failures 
5. A firewall:

a) Will provide protection against hackers if placed between the
__________________ and the outside world 

True or false? 
b) Is used to keep file servers warm 
c) Once in place, needs no further attention.

6. A sensible password strategy should 
a) Require users to have a password of _________ alphanumeric

characters 
b) Require users to change their passwords (true or false)

i) daily 
ii) once per month 
iii) once per year 
iv) never 

c) Allow users to tell others their password if they need access
to a document only available in their folder (true or false)

7. True or false? When using e-mail:
a) You should be alert regarding viruses even if there is anti-

virus software on the server
b) It is good practice to always copy messages to as many

people as possible in case they might be of interest to them 
c) Copyright is not an issue because copyright laws do not

apply to electronic communications. 

The answers to the self-assessment are at the end of the book, 
on pp. 69–70.

Section 3 – Quality management
The NLRD is a key component of the NQF quality management
system. The ETQAs’ management information systems play their
role in the ETQAs’ QMSs. Your information system can likewise
contribute significantly to your QMS. A management information
system facilitates the accurate and secure management of the
quantitative learner and achievement data. A computer system can
supply lists for checking, and summary or statistical data. Data can
be grouped by numerous criteria enabling quality checks by
assessor, provider, year, qualification, etc. All this information can
productively contribute to your QMS.



Self-assessment
1. Regarding access to NLRD data (answer true or false):

a) Learners and employers will have access to the NLRD data
on learner qualifications

b) NLRD information on learner achievements will be publicly
available online

c) Education and training organisations could request numbers
of achievements broken down by level and ETQA within
their province.

2. ETQA requires of your IMS that data should 
(answer true or false):
a) Be retained as a record after its purpose is complete
b) Be deleted after its purpose is complete
c) Always be available to the general public if they have a good

reason for wanting to see it.

3. Which of the following phrases describe the ETQA requirements
of your IMS data?
a) Accurate and up-to-date
b) As much detail as possible about the personal life of learners
c) Should be made available to the subject
d) Retained for a long time after it is relevant just in case it is

needed
e) Kept secure
f) Integrity, accuracy and completeness.

The answers to this self-assessment are at the end of the book, on p. 70.

Accuracy, completeness, security and privacy
Accuracy, completeness, security and privacy are key components of
ensuring the integrity of the data used for your own quality
procedures and supplied to ETQAs, the DoE (where relevant) and
eventually to the NLRD.

Accuracy and completeness apply to the quality of the data being
recorded. What we mean by accuracy is self-evident. Completeness
aids the eventual quality of the policy information. For example,
while it is not mandatory to record disability status, home language,
nationality, gender, etc. of a learner, it will help in planning and
policy-making for as much accurate information as possible to be
available.

The security of access to your institution’s management system must
minimise the risk of any unauthorised access, particularly updating
data. Passwords, automatic screen timeouts, computer logs of access,
physical access security and audit checks of random records can all
be used in the interests of security. Data extracted for transmission
must be kept securely. Data transferred by e-mail, CD or FTP should
be encrypted.
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While information on qualifications and standards should be
disseminated as widely as possible, personal and achievement
details of learners are private. The dissemination of this information
must be managed within the policies of your institution. The NLRD
imposes strict controls on this information.

Access to NLRD information
The NLRD is the national repository of information regarding
learners and their achievements. It serves the learners, training
providers, industry, workers, government and researchers. It fulfils
these functions:
■ Learners and employers will have access to verified records of

their qualifications.
■ Registered qualifications and standards are available over the

web.
■ Accredited providers can be queried.
■ Training providers and employers will be able to search for and

see lists of registered qualifications and standards, determine
under which ETQA they fall and find appropriate assessors.

■ Institutions, researchers, policy-makers, government departments
and providers will all have access to summary level information
available from the NLRD. For example, an education and
training organisation could request numbers of achievements
broken down by level and ETQA within their province. As the
NLRD data population grows, the NLRD dataset will become
one of the key resources in the labour and education fields.

■ Information providers can get detailed information from the
NLRD of the data that they provided. For example, your
institution can request from SAQA an electronic copy of learner
achievement data that originated from your institution. This data
could be used to verify data accuracy as a part of the QMS. Data
in the NLRD may include new or updated information such as a
certificate number added by your ETQA. Thus this detailed data
could be used to update your IMS.

As the NLRD is the national collection of all ETQA information, the
above information will also be available from the ETQAs on a
sectoral basis. While an ETQA can provide sectoral information,
SAQA uses the NLRD to provide national cross-sectoral information.

Depending on the complexity of the data request, SAQA may need
to recover the cost of creating the dataset for you.

ETQA requirements of your IMS
Policies and management controls should be in place within your
education and training organisation to ensure that the data you keep
on individuals is accurate, relevant and secure. This applies to both
paper and electronically stored records.



Although the expression of data protection regulations around the
world varies, all require that personal information must be:                  
■ Obtained fairly and lawfully
■ Used only for the specific purpose for which it was obtained
■ Adequate, relevant and not excessive in purpose
■ Accurate and up-to-data
■ Accessible to the subject
■ Kept secure
■ Destroyed after its purpose is complete.
(SALRC issue paper 24)

This is referred to as the ‘Principles of Data Protection’ and should
be applied to the data in your education and training organisation.
ETQA requires adherence to these principles. You should be
confident that this is the case.

Check your data protection practices
Get together with two or three other people doing this module. Take
each of these points in the principles of data protection in turn and
discuss what they mean in terms of your organisation. Then write a
short description under each heading explaining your agreed view.
■ Obtained fairly and lawfully
■ Used only for the specific purpose for which it was obtained
■ Adequate, relevant and not excessive in purpose
■ Accurate and up-to-date
■ Accessible to the subject
■ Kept secure
■ Destroyed after its purpose is complete.

Time: 2 hours

What steps should your education and training organisation
take to implement the above?
In addition to the good practices outlined in the principles of data
protection, there are other specific undertakings that all education
and training organisations should be aware of and adhere to. In
summary these are:
■ Have an IMS to manage information on learners, assessments

and achievements.
■ Ensure that the management system is an integral part of your

institution’s QMS.
■ Maintain the integrity, accuracy and completeness of your

learner, assessment and achievement data.
■ Ensure that you collect the learner, assessment and achievement

information required by your ETQA and the NLRD.
■ FET public colleges must liaise with Umalusi, the DoE and

SAQA to ensure that learner, assessment and achievement data
are correctly transmitted.

■ Ensure that the correct information is transmitted to the correct
agency. Data that is automatically transmitted by DoE to Umalusi
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needs to go to DoE only. Other learner, assessment and
achievement information must be transmitted directly the ETQA.
At the moment, the DoE only passes N3, NIC and NSC
information to Umalusi for QA and certification. The DoE issues
the other certificates. As NQF qualifications and standards
become the norm within the FET sector, your institution will
probably need to exchange data directly with ETQAs,
particularly, but not exclusively. Thus your IMS will need to be
able to manage these file interchange formats.

■ Liaise with the supplier of your management system to make the
appropriate data extract procedure.

■ Make sure that the privacy of learners with respect to their
personal, assessment and achievement information is respected.

■ Secure all data that is transmitted.
■ Facilitate access to NQF qualifications and standards information

for staff and learners.
■ Delete data once it has served its purpose.
■ Follow the guidelines, covered earlier in this unit, on acceptable

computer use.

Align your IMS to ETQA requirements
Consider what in particular the ETQA requires from your IMS. Take
each point and discuss whether you currently measure up to that
criteria – answer yes or no. Then describe what you will have to do
to achieve this standard.

Lastly – list all the people who will be responsible for implementing
each requirement:
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ETQA requirement Yes/No 1. Action to be 2. Person/people 
taken responsible 

Have an IMS to manage information on learners, 
assessments and achievements. 

Ensure that the management system is an integral 
part of your institution’s QMS. 

Maintain the integrity, accuracy and completeness 
of your learner, assessment and achievement data. 

Ensure that you collect the learner, assessment and 
achievement information required by your ETQA
and the NLRD. 

Liaise with Umalusi, the DoE (where applicable), your 
ETQA and SAQA to ensure that learner, assessment 
and achievement data are correctly transmitted. 

Ensure that the correct information is transmitted to 
the correct agency.

Liaise with the supplier of your management system 
IMS to make the appropriate data extract procedure. 

Make sure that the privacy of learners with respect 
to their personal, assessment and achievement 
information is respected. 

➠



Time: 3 hours

Recommended reading 
Further reading in this area can be found in the following:

Umalusi. General and Further Education and Training Quality
Assurance Council. Framework for Institutional Accreditation. 
Draft Document for Discussion. April 2003

Unit Standard: 4 EFS14 Ethics that explain and govern disclosure of
information 

Cornell Institute for Computer Policy and Law,
www.educause.edu/icpl 

Self-assessment
Now try the self-assessment again to see how you have progressed.
1. Regarding access to NLRD data (answer true or false):

a) Learners and employers will have access to the NLRD data
on learner qualifications

b) NLRD information on learner achievements will be publicly
available on-line

c) Education and training organisations could request numbers
of achievements broken down by level and ETQA within
their province.

2. ETQA requires of your IMS that data should (answer true or
false):
a) Be retained as a record after its purpose is complete
b) Be deleted after its purpose is complete
c) Always be available to the general public if they have a good

reason for wanting to see it.

3. Which of the following phrases describe the ETQA requirements
of your IMS data?
a) Accurate and up-to-date
b) As much detail as possible about the personal life of learners
c) Should be made available to the subject
d) Retained for a long time after it is relevant just in case it is

needed
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ETQA requirement Yes/No 1. Action to be 2. Person/people 
taken responsible 

Secure all data that is transmitted. 

Facilitate access to NQF qualifications and standards
information for staff and students. 

Delete data once it has served its purpose. 

Follow the guidelines, covered earlier in this unit, 
on acceptable computer use. 

➠



e) Kept secure
f) Integrity, accuracy and completeness. 

The answers for the self-assessment are at the end of the book, 
on p. 70.

Assignment: Draw up policy for privacy, access and 
acceptable use
Produce a draft policy document addressing:
■ Information privacy
■ Information access rights
■ Acceptable computer use. 

Write a justification for the most important and the potentially
controversial features of the policy. You should use the notes you
have made in the activities of this unit, as they have been designed
in such a way to lead you to understanding the kinds of issues that
should be included in your institution’s policy.

Time: 5 hours
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Unit overview
This unit covers the NLRD from two perspectives:
1. In terms of what data are held in the NLRD.  The different types

of data (e.g. categorisation, learner and achievement) are
discussed.  A model of the data is introduced and discussed. 

2. In terms of how data flows into and out of the NLRD in more
detail than Unit 1 offers. There is also more detail on the NLRD
system. Who the role-players are and what their roles are in the
flow of NQF data (mainly learner and assessment data) are
described.

Thus this unit is useful for education or training sector researchers,
IT staff and administration staff who are responsible for transferring
data directly and indirectly to and from the NLRD.

Many of the examples refer specifically to FET colleges. If you use a
different system, and this is not useful or appropriate to your
situation, focus your attention on the principles involved. Then
research what the equivalents are in your environment.

Purpose
To gain an understanding of the data that is actually stored in the
NLRD from both research and interface implementation perspectives
and to know how the data gets into the NLRD.

Outcomes
■ Participants will be able to manage or supervise the storage and

use of key NLRD data in accurate conformance with the NLRD
model.

■ Participants will be able to guide or manage the flow of
information into the College Management System, and then to
the DoE and ETQA in a manner that shows an accurate and up-
to-date understanding of how learner and achievement
information from an education and training organisation gets
into the NLRD and the NLRD load specifications.

Timing
The suggested study time for this unit is 7 hours, which includes
completing all the activities and assignments.

OVERVIEW OF UNIT 3

The data in the NLRD and how it gets there
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Unit 3 is a technical unit that examines the data that is actually
stored in the NLRD from both research and interface
implementation perspectives and how the data gets into the NLRD.
This unit is therefore going to be of interest and relevance to
specialists only, and others may well not understand the detail.  

Because this unit is aimed at those who will need to work with
NLRD data, and therefore at people who will be working in a digital
environment, it is recommended that participants who wish to
engage closely with this material use the digital version of the
programme, as this will provide the animations and simulations that
will explain the processes more vividly. The print version will enable
the learner to work through the material in outline only and is
designed to provide an overview of the content of this unit for non-
specialists. 

A model of the data is introduced and discussed. How data flows
into and out of the NLRD is covered in more detail than in Unit 1.
There is also more detail on the NLRD system and a description of
who the role-players are and what their roles in the flow of NQF
data are.

Thus, this unit is particularly useful for education or training sector
researchers, IT staff and administration staff who are responsible for
transferring data directly and indirectly to and from the NLRD.
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There is also detail for the IT specialists on how the local IMS data
should interface with the NLRD.

In summary, Unit 3 covers the following:

The NLRD core data and supporting information
The NLRD, like most large databases, contains data concerning its
core functionality (learners’ achievement records) as well as data
used for categorisation and supporting information. Specifically, the
NLRD contains:
■ Learners and their achievements data
■ Data on qualifications and unit standards
■ Data on ETQAs, service providers and assessors
■ Lookup or categorisation data
■ Data on NQF structures and bodies (SAQA, SGBs and ETQAs).

Uses of NLRD data
The NLRD is the national repository of learners and their
achievements. It serves the learners, training providers, industry,
workers, government and researchers. It fulfils these functions:
■ Learners and employers will have access to verified records of

their qualifications.
■ Registered qualifications and standards are available over the

web.
■ Accredited providers can be queried.
■ Training providers and employers will be able to search for and

see lists of registered qualifications and standards, determine
under which ETQA they fall and find appropriate assessors.

■ Institutions, researchers, policy-makers, government departments
and providers will all have access to summary level information
available from the NLRD. 

NLRD data model
A data model is like a plan prepared by an architect before building
a house. It will specify all the data that will be stored in the database
and the relationship between these blocks of data. As would be
expected, just such a model exists for the NLRD.  The complete data
model or schema diagram of the NLRD Oracle database is provided
in the digital version. This is a complex technical document, which
will be of great value to researchers who want to understand the
structure of the NLRD data, and to IT people with responsibility for
getting data out of a local IMS and into a format for forwarding to
an ETQA. Others should have a look at it as it does give the main
subject headings, together with subcategories, for data stored in the
NLRD. 
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NQF processes and information flows
The key processes of the NQF have been implemented by the
writing of programs to provide the necessary functions within the
NLRD system. These functions support loading learners,
achievements, updating codes and entering new qualifications and
unit standards, etc. These functions are used internally at SAQA,
within SAQA substructures, ETQAs and the public. 

The source of data and how it gets into the NLRD
There is a series of detailed animated diagrams explaining how the
data get into the NLRD and how they are maintained. These
diagrams cover:
■ Maintaining the lookup and NQF structures in the NLRD
■ Entering and maintaining qualifications and unit standards data

in the NLRD
■ Entering and maintaining provider and assessor data in the

NLRD
■ Entering and maintaining learner and achievement data in the

NLRD
■ Extracting data from an IMS for transfer to the appropriate

ETQA.

Entering and maintaining data in the NLRD and extracting
data for transfer to the ETQA
The final section deals with the extraction of data from an IMS and
the transfer to the relevant ETQA for quality assurance and onward
transfer to the NLRD. It concentrates on the data required for the
NLRD as this is the data common denominator.
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Purpose
To summarise the procedures that should be followed at an
education and training organisation to ensure that the organisation
complies with NQF requirements for information systems that are
used for learner and achievement data management.

Many of the examples refer specifically to FET colleges. If you use a
different system, and this is not useful or appropriate to your
situation, focus your attention on the principles involved. Then
research what the equivalents are in your environment.

Outcome
Participants will be able to assess themselves in relation to the
contents of this module as a whole. In summary this includes:
■ The flow of information from education and training

organisations to the NLRD
■ The IMS in your organisation
■ The description and use of FETMIS and FETPAK (in the case of

FET Colleges)
■ The use of CBT in education
■ The importance of an information privacy policy
■ Keeping up-to-date with emerging government legislation on

information privacy
■ The introduction and monitoring of an acceptable computer use

policy which covers the use of computer systems
■ The importance of quality management of data on your system 
■ ETQAs’ requirements of your IMS
■ The IT infrastructure at your institution
■ The NLRD data model and the format requirements for transfer

of data from your IMS to the NLRD
■ The extraction of data in the correct format for transfer to the

relevant body, from where it will be forwarded to SAQA for
entry into the NLRD

■ Forwarding this data to the relevant body.

Timing
The suggested study time for this unit is 6 hours, which includes
completing all the activities and assignments.
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What needs to be done in an 
Education and Training Organisation? 

A summary of actions relevant to education and training organisations
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Embracing technology

Self-assessment
1. I have completed and understood the material in the previous units, namely:

From Unit 1
■ The flow of information from an education and training organisation

to the NLRD yes/no
■ The IMS in my organisation yes/no
■ The description and use of FETMIS and FETPAK (FET Colleges) yes/no
■ The use of CBT in education yes/no

From Unit 2
■ The importance of an information privacy policy yes/no
■ Emerging government legislation on information privacy yes/no
■ The importance of introducing and monitoring acceptable 

computer use policy which covers the use of computer systems yes/no
■ The importance of quality management of data on computer systems yes/no
■ Implementing ETQA requirements of an IMS yes/no
■ The IT infrastructure at an education and training organisation yes/no

From Unit 3
■ The NLRD data model yes/no
■ The format requirements for transfer of data from an IMS to the NLRD yes/no ➠

UNIT 4

What needs to be done in an education and
training organisation? 

A summary of actions relevant to education and training organisations
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Pull it all together
Draw up a summary plan that addresses the ICT issues at your
institution. The plan should be comprehensive in as much as it
should list ALL the relevant issues summarised in the outcome of
this unit. However, special attention should be given to the areas
below: 
■ Data quality
■ Data security
■ Transferring data to an ETQA .

This activity is intended to assist you to translate what you have
learnt in this module into a useful checklist of what you need to do
in your institution. It is not intended to be a comprehensive detailed
plan at this stage. The checklist you draw up here can be used as the
framework against which you can check your current ICT strategy
or, if you do not have one, the framework for putting one in place.

Under each bullet point, indicate the stage you are at now, and what
you have to do to advance to where you should be to comply with
the NQF requirements. 

Your summary plan may look like this:

Checklist for action plan on ICT
■ Our IMS:

■ Well-managed by our IT person
■ Data security may be an issue
■ Audit should be arranged via external third party.

■ Transfer of data to ETQA:
■ No experience of how this works
■ Arrange meeting with local ETQA to discuss what is required

and how it works
■ Contact NLRD manager at SAQA
■ Etc.

Time: 5 hours

Congratulations! You have now completed Module 6 – The NQF,
Information Systems and the National Learners’ Records Database
(NLRD).

2. I have investigated the layout of learner and achievement data in my IMS and can:
■ Describe the layout of the data yes/no
■ Extract the data in the correct format for transfer to the relevant 

body, from where it will be forwarded to SAQA for entry into the NLRD yes/no
■ Describe how to forward the data to the relevant body yes/no

Go to the web forum to describe what difficulties, if any, you have with 
complying with NQF requirements for the use of information systems 
which are used for learner and achievement data management. 
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Varsity’s degrees scrutinised

Criminal charges could follow University of Zululand
investigation

Own Correspondent, Durban
Criminal charges could flow from investigations into the alleged
issuing of fraudulent degrees and diplomas from the University of
Zululand. And in another shock disclosure yesterday, it was learned
that forged matric certificates were abundant in South Africa.
Universities in KwaZulu Natal yesterday reported that forged matric
certificates were “an ongoing problem”. Already at one university
this year, six forged certificates had been uncovered. South African
Certification Council spokesman Katy Cilliers said an average of 
15 forged documents were found each year. The council handled at
least 10 complaints every month. Meanwhile, the investigation at the
University of Zululand is in full swing. 

Every section of the university involved in the processing of
students’ marks with the exception of the computer department was
being thoroughly scrutinised, according to Dirk Rezelman, director
of Unizul’s Bureau for Development and Public Relations. 

Allegations which have begun to emerge from the investigations
have sent shock waves through the 36-year-old institution and the
broader university community.

It seems most of the fraudulent degrees involve the disciplines of
arts, law, commerce and education.

“It’s too early to say what the position was in science, agriculture,
home economics and theology, although to date there has been no
hard evidence of any discrepancies there,” Rezelman said. 

Commenting on the public service training role which the university
plays, he said there were indications that degrees had been granted
without the necessary academic credits having been earned.

“We are launching a special investigation into this particular area
and if we find any people who have been appointed or promoted or
have increased their status as a result of fraudulent degrees, we will
withdraw their degrees and make public who they are,” he said. 
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The public relations department at the main KwaDlangezwa campus
near Empangeni has been swamped with calls from as far as
Nelspruit, Johannesburg and Pretoria from prospective and current
employers asking about the status of their workers who graduated
from the university.

“We are getting other calls from part-time students working for
parastatals and are busy completing certain degrees who are asking
us to handle this thing delicately.”

The Star
July 23 1996 at 12.05 pm

Public protector probes university-degrees scam
The public protector’s office is investigating the alleged illegal
issuing of degrees at the University of Zululand, Public Protector
Selby Baqwa said yesterday.

The investigation of about 598 cases started on Monday, he said.

Baqwa is assisted by Professor K S Hunt, a former registrar at
Rhodes University, and advocate T Barnard, who was seconded by
the Department of Justice.

A crisis erupted at the university in May when a dean discovered
that some students earmarked for graduation had not complied with
all the requirements, and were therefore not supposed to graduate.

The dean immediately alerted the administration and 27 names were
removed from the list.

A university investigation discovered that an official in the student-
affairs section, A M Ngubane, had altered the marks of a number of
students to enable them to graduate. Ngubane has since been
dismissed.

Baqwa received a formal complaint on August 28 from the director-
general of the Education Department.

Baqwa said 24 students and former students had been subpoenaed
to appear before him.

He said his investigation team had heard evidence concerning 10
cases which had been finalised. In some of these cases, money had
not changed hands.

Fifty-four university courses were involved and Baqwa
recommended that they be withdrawn by the university council
with immediate effect.
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He said some students would not be able to graduate as a result of
the withdrawal.

Baqwa said criminal action had already been taken against four
people charged with fraud. 

SAPA. 
The Star
November 08 1996 at 01.51 am

Scores may face charges over fake-degrees scam
Durban
About 90 people, including a magistrate, could face criminal charges
following an investigation by Public Protector Selby Baqwa into the
University of Zululand fake-degree scandal, the university
announced yesterday.

University spokesman Dirk Rezelman said the matter had become a
criminal one and he could not comment on the scam.

Baqwa’s inquiry revealed that a teacher was one of the people who
allegedly received a fraudulent BA degree from the university last
year.

Meanwhile, an internal investigation into the role of university
officials was nearing completion.

Late last year, two officials were exposed and one, a faculty officer,
was dismissed. A student affairs official was demoted after it was
found he had changed marks.

Investigations into the activities of a third official were still being
completed.

The scandal emerged last year after a lovers’ quarrel in which one
party spilt the beans to university authorities about the paying-for-
credits scam.

An investigation initially picked up 17 fake degrees, but it was later
established that about 200 students were allegedly involved.

The inquiry is likely to be completed next month. 

SAPA. 
The Star
February 25 1997 at 02.33 am
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90 ‘graduates’ face charges in fake degrees
investigation
Argus Correspondent

Durban
Criminal charges, for either corruption or fraud, are likely to be laid
against about 90 University of Zululand “graduates” who have been
found to have fake degrees.

An inquiry by public protector Selby Baqwa has revealed that a
teacher is one of the people who allegedly fraudulently received a
BA degree from the university last year. A magistrate is also
suspected.

University spokesman Dirk Rezelman said today that the matter had
become a “criminal” one and he could not comment.

Meanwhile, internal investigations into the role of university officials
are nearing completion. Late last year, two officials were exposed
and one, a faculty officer, was fired.

A student affairs official was demoted after it was found he had
changed his marks, and investigations into the activities of a third
official are still to be completed.

The scandal came to the fore last year after a quarrel between two
lovers. One spilled the beans to university authorities about a scam
where students paid for credits, and an intensive investigation was
immediately launched.

Initially 17 fake degrees were picked up, but it was later established
that about 200 students were involved. 

Cape Argus
February 24 1997 at 02.48 pm

March over ‘fake’ degrees
Durban
About 1 000 Zululand University students marched on the campus
administration block yesterday demanding an independent
commission of inquiry into the alleged sale of fake degrees. 

They also called for an internal inquiry to be stopped. 

The march coincided with a boycott of lectures and followed a
student meeting to discuss the controversy and proposed “mass
action”. 

Own Correspondent. 
The Star
July 30 1996 at 01.36 am



Unit 1, Section 1
Self-assessment, page 4, repeated on pages 14–15 

1. What is the NLRD and what is its purpose?
The name, National Learners’ Records Database, implies a database
holding learners’ records. But the database holds much more than
just learners’ records – it holds information on many aspects of the
NQF including standards, assessors and providers. 

The main purpose of the NLRD is to serve learners and workers by
holding records of all their qualifications and unit standard
achievements, thus enabling them to build on, and employers to
verify, training achievements and results. As a result, the NLRD is
one of the main pillars of the NQF. 

The National Learners’ Records Database is a comprehensive
electronic recording and management system run by SAQA that
holds the achievement information for all learners throughout South
Africa. 

The NLRD supports the National Qualification Framework (NQF)
by being the central database where all learner achievements can be
recorded. 

The NLRD contributes to and supports many aspects of the NQF
and thus SAQA’s work. 

The NLRD is used by SAQA and other NQF stakeholders to manage
the processes and data of the NQF.

The NLRD supports research and policy-making. By storing all
learner achievements in a database, the NLRD enables educational
researchers and policy-makers to produce comprehensive facts and
figures on education and training in South Africa and to analyse
trends and thus enable SAQA and other researchers to report
accurately on education and training in South Africa. 

The NLRD is part of the practical implementation of the NQF. It
allows for verification of achievements. Learners have their
achievements recorded in a manner that allows national (and
international) verification and skills portability.

The NLRD is the national repository of NQF information to which
educators have access. Researchers and policy-makers benefit from
the data held at a national level to assist in decision-making at an
institutional, geographical, provincial, national and sectoral level.
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The NLRD provides summary data to support research and policy
work.

The NLRD is an integral part of the Quality Management System
(QMS) of the NQF. It provides the means for SAQA to manage and
report the quantitative data at an individual learner level. 

2. List the main objectives of the NQF and describe in what way
the NLRD promotes the achievement of these objectives.

■ Create an integrated national framework for learning
achievements

■ Facilitate mobility within the system
■ Enhance the quality of education and training
■ Implement redress and remove unfair discrimination
■ Contribute to the full personal development of each learner and

the social and economic development of the nation at large.

3. What data are stored on the NLRD?
Data about the following are stored on the NLRD:
■ Unit standards
■ Qualifications
■ Training providers
■ Providers
■ Assessors
■ SGB(s)
■ ETQA(s).

4. What functions are supported by the NLRD?
The NLRD consists of numerous modules and programs that enable
this data to be entered, tracked, edited, queried and summarised.
Some of the important functions it supports are:
1. Online entry and editing of qualifications and standards by SGBs
2. Online entry and editing of providers and assessors
3. Importing of batches of information relating to learners and their

achievements provided by ETQAs
4. Web-enabled searching and downloading of publicly available

qualifications and standards.

To protect privacy, the first three of these functions operate within an
appropriate access security system, while the fourth applies only to
generic information, which is less sensitive.

5. How will national bodies, such as SAQA, SETAs, DoE, DoL
and research units, be able to benefit from the NLRD?

They will be able to:
■ Track progress in building national skills base
■ Assist with quality assurance
■ Identify trends, strengths and weaknesses, and priority areas
■ Consolidate data for research and for planning future education

and training strategy
■ Consolidate data for research and policy decisions.



6. How will education and training organisations benefit from
the NLRD?

By having access to:
■ A central database for national learning achievements
■ Data for research used for planning and policy development
■ A source of information to be used in planning learning

programmes and aligning these to the NQF.

7. How will learners benefit from the NLRD?
By having access to: 
■ A consolidated record of learning achievements
■ Information if documents are lost or destroyed
■ The verification of learning achievements.

Unit 1, Section 2
Self-assessment on pages 15–16 and on pages 24–25

Mark each of the following as true or false:

1a) Your IMS can/should assist in:
■ Policy development (T)
■ Learner records (T)
■ Network management (F)
■ Financial management (T)
■ Website maintenance (F)
■ Library administration (T)

b) A computer information system:
■ Accepts data (T)
■ Ensures that all data is input correctly (F)
■ Validates data (T)
■ Does some calculating or processing of data (T)
■ Prevents fraud (F)
■ Stores the data (T)
■ Automatically improves management (F)
■ Outputs information(T)

c) Netscape Navigator and Internet Explorer are both:
■ Web browsers (T)
■ Word processors (F)
■ College administration systems (F)
■ Internet websites (F)
■ Internet browsers (T)
■ Software companies (F)
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2 Match the term in column 1 to the description in column 2 by
entering the number of the term in the appropriate place in the
blank column. 

Activity 6.1.6 on page 24
Explain the jargon
Read the news story carefully and look particularly at the first
paragraph. It is filled with jargon. What does it all mean? Write a
plain English explanation of these pieces of jargon: 
■ An e-learning platform 

Answer: A platform to deliver learning materials and to facilitate
online learning and learner progress tracking.

■ Content providers
Answer: Developers of learning materials that are delivered
using the e-learning platform.

■ Enhanced telecommunications link
Answer: A good Telkom link that is broad enough to carry the
materials.

■ Web-based learning management system 
Answer: The system that the learner uses to study the content.
The system uses the Internet to distribute content and track
learner progress and assessments.

Term Term no. Description 

1. IMS 7. Computer training that supplements classroom teaching. 

2. ICT 12. A computer for personal or professional use. 

3. Coltech 8. A system run by the DoE that enables and facilitates planning, credible 
budgeting, monitoring and evaluation of policy implementation, provision 
and service delivery and so on. 

4. DB2000 11 Software that holds large stores of data. The NLRD data is stored in 
such a database. 

5. WAN 10. A method of transferring data electronically. 

6. IS 3. Educational software used in education. 

7. CBT 13. A network of a number of computers, linked to servers (large central 
computers), which are connected to each other using network cables 
and hubs. 

8. FETMIS 6. A computer-based system that manages information. 

9. FETPAK 2. A term to describe the convergence of computer and telecommunications 
technology. 

10. FTP 14. A system used to deliver learning materials and to facilitate online 
learning and learner progress tracking. 

11. Oracle 4. A commercially available and widely used IMS. 

12. PC 5. A network of Local Area Networks. 

13. LAN 1. A computer information system that is used to assist in running 
the administration of institutions. 

14. e-learning platform 9. A software programme that is used to collect the data extracted from 
an IMS for transfer and consolidation to the provincial office of the DoE. 



Unit 2, Section 1
Self-assessment on pages 29–30 and on page 45

1. Which of the functions of the NLRD must be protected by
restricted access and security? Mark the answers true or false.
a) Online entry and editing of qualifications and standards by

SGBs. (T) 
b) Web-enabled searching and downloading of publicly

available qualifications and standards. (F)
c) Online entry and editing of providers and assessors. (T) 
d) Importing of batches of information relating to learners and

their achievements provided by ETQAs. (T)

2. What information from the NLRD should be available publicly
for scrutiny? Mark the answers true or false.
a) Verification of achievement information, i.e. ‘Does person X

have a National Professional Diploma in Education (NPDE)
(NQF Level 5) awarded in 2001?’ (T)

b) Learner achievement records, i.e. ‘What qualifications does
person X have?’ (F)

c) Both of the above. (F)

3. True or false? Audit checks on computer systems should be the
responsibility of:
a) The IT person (F)
b) Senior management (T)
c) Assessors (F)

4. True or false? File servers should:
a) Be backed up once per month (F)
b) Be backed up daily (T)
c) Be backed up periodically when the IT person has time (F)
d) Be locked in a secure location with restricted access (T)
e) Never have to be backed up because they will be locked in a

secure location with restricted access (F)
f) Have a back-up power supply to cope with power failures (T)

5. True or false? A firewall:
a) Will provide protection against hackers if placed between 

the __________________ and the outside world [file servers]
True or false? 
b) Is used to keep file servers warm (F)
c) Once in place, needs no further attention (F) 

6. True or false? A sensible password strategy should 
a) Require users to have a password of _________ alphanumeric

characters [six]
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b) Require users to change their passwords (true or false)
i)   daily (F)
ii)  once per month (T)
iii) once per year (F)
iv) never (F)

c) Allow users to tell others their password if they need access
to a document only available in their folder (true or false) (F)

7. True or false? When using e-mail:
a) You should be alert regarding viruses even if there is anti-

virus software on the server. (T)
b) It is good practice to always copy messages to as many

people as possible in case they might be of interest to them.
(F)

c) Copyright is not an issue because copyright laws do not
apply to electronic communications. (F)

Unit 2, Section 3 
Self-assessment on page 47 and on page 51

1. Regarding access to NLRD data (answer true or false):
a) Learners and employers will have access to the NLRD data

on learner qualifications (T)
b) NLRD information on learner achievements will be publicly

available online (F)
c) Education and training organisations could request numbers

of achievements broken down by level and ETQA within
their province (T)

2. ETQA requires of your IMS that data should 
(answer true or false):
a) Be retained as a record after its purpose is complete (F) 
b) Be deleted after its purpose is complete (T) 
c) Always be available to the general public if they have a good

reason for wanting to see it (F)

3. Which of the following phrases describe the ETQA
requirements of your IMS data? (answer true or false)
a) Accurate and up-to-date (T)
b) As much detail as possible about the personal life of 

learners (F)
c) Should be made available to the subject (T)
d) Retained for a long time after it is relevant just in case it is

needed (F)
e) Kept secure (T)
f) Integrity, accuracy and completeness (T)

70 INFORMATION SYSTEMS AND THE NLRD


